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Editorial: On IRIE Vol. 5

Have you seen a doctor lately? We hope not (at
least not in an unpleasant matter). Anyway, if so
you could have seen for yourself that modern medi-
cine has become almost inconceivable without the
use of information technology: from getting an
appointment in the first place up to the making of a
diagnosis, the treatment and not to forget all the
accounting and necessary archiving. In fact it radi-
cally changed the delivery of health care in various
aspects. And even more fundamentally i at least
that is what some authors of this issue argue 1
information technology has transformed the medical
construction of the human body and the scientific
understanding of disease itself.

No one can deny the great improvements that have
been made possible by these developments. Being
aware of this massive further research and devel-
opment is undertaken in the field. Not less impor-
tant it is then to be aware of the ethical issues
raised: the benefits and risks for the patient, the
practitioner and the society thus developing guide
lines for an appropriate use of information techno I-
ogy in medicine and health care.

Any normative analysis in this field has to be based
on a thorough factual understanding of the techn o-
logical developments, their medical applications and
qualified philosophical interpretations. Therefore, we
are very thankful that this issue is once again co-
edited by two very experienced experts in the field:
Georg Marckmann, Dept. of Medical Ethics at the
University of Tubingen, Germany, and Kenneth W.
Goodman, Drector of the Bioethics Program and Co-
Director, Ethics Program, at Miami University, USA.
Due to their excellent piece of work, we can publish
six very profound contributions to the subject in this
issue ranging from an analysis of the role of soft-
ware in the patient care process up to questions on
property and availability of genetic information. For
an overview of the different contributions see the
very compound and well informed introduction
Georg Marckmann and Kenneth Goodman wrote at
the beginning of this volume.

We therefore are convinced that this issue of IRIE
provides a most welcome forum to analyse and
discuss the ethical and social issues raised by the
various applications of information and communica-
tion technology in medicine and health care. May it
lead to deeper insights, open controversies and new

© by IRIE i all rights reserved
ISSN 1614 -1687

perspectives for scholars and practitioners all over
the world.

Having no book reviews included in this issue we
take the advantage to encourage you to contact us
actively if you intend to contribu te one or would like
to have a specific book reviewed. IRIE is open to
reviews of all kind of books in the field of Inform a-
tion Ethics - not only those dealing with the current
subject of an issue.

Once again an article not belonging to the major

subject of this issue complements this volume. It is

James D. Caufiled® dMyth of automated meaningd
unmasking uncredited human processes in the
generation of search engine results. We didnd want
to withhold this interesting point of view suppl e-
menting our issue No. 3 explicitly dealing with the

subject of search engines. That issue gained not
only a great deal of attention but also the matters it

dealt with keep on to be debated vividly in the

scientific community. That is finally what we in-
tended and what we hope for this compelling issue
on the Ethics of Information Technology in Medicine
and Health Care as well.

Yours,

Rafael Capurro, Thomas Hausmanninger, Karsten
Weber and Felix Weil

WWW.i -r-i-e.net 1
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Georg Marckmann and Kenneth W. Goodman
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Abstract:

Computer-based information and communication technologies continue to transform the delivery of health
care and the conception and scientific understanding of the human body and the diseases that afflict it. While
information technology has the potential to improve the quality and efficiency of patient care, it also raises

important ethical and social issues. This IRIE theme issue seeks to provide a forum to identify, analyse and
discuss the ethical and social issues raised by various applications of information and communication technad-
ogy in medicine and health care. The contributions give a flavour of the extraordinarily broad landscape
shaped by the intersection of medicine, computing and ethics. In fact, their diversity suggests that much

more work is needed to clarify issues and approaches, and to provide practical tools for clinicians.
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Computer-based information and communication
technologies continue to transform the delivery of

health care and the conception and scientific under-
standing of the human body and the diseases that
afflict it. In fact, modern medicine has become

almost inconceivable without the use of computers.

While information technology has the potential to

improve the quality and efficiency of patient care, it

also raises important ethical and social issues. Work
on ethical issues at the intersection of medicine and
computing has so far generated an ensemble of
interesting and important questions:

1 What are appropriate uses of health information
systems?

1 Who should use these systems?

1 What benefits and risks do these technologies
have for patients?

1 How does information technology change the
physician-patient relationship?

1 How does (and will) medical decision making
change?

Perhaps most fundamentally: How does (and will)
information technology transform the medical co n-
struction of the human body and disease?

Medical informatics has evolved as rapidly as any
science in history, paralleling and relying on ex-
traordinary advances in information collection,
storage, analysis and transmission. Indeed, like
sciences and technologies that precede it T bio-
chemistry, microbiology, genetics and cell biology,
pharmacology and so on i medical informatics is
changing the standard of care. It is n o longer fanci-
ful to consider whether it might be blameworthy for

a physician or an allied health professional to 7ai/ to
use intelligent machines or their accoutrements in
clinical practice and research.

Indeed and as ever, one should be forgiven for
thinking that the science is progressing faster than
the ethics. We are too soon able to do things 1
before we know whether we ought to or not.

This is not a problem. It is rather a stage -setting in
which we have the opportunity to use the tools of
applied and theoretical ethics to track scientific
change and, eventually, to guide it. If ethics lags too
far behind, however, a science without moral un-
derpinning risks losing touch with broadly shared
human values. So we worry i we must worry i
when use of a new machine poses risks to patients;
and we worry when failure to use the machine also

Georg Marckmann and Kenneth W. Goodman
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may mean that a patient® care might be sub-
optimal, or that a patient might come to grief.

Ethical analysis of these concerns and tensions thus
emerges as a moral imperative itself. Put differently,
failure to scrutinize the expanding application of an
evolving technology is itself blameworthy.

It follows that ongoing developments in the fields of
information and (tele -)communication technology
require continuous monitoring of ethical and social
implications. This IRIE theme issue, fEthics and
Information Technology in Health Care,0 seeks to
provide a forum to identify, analyse and discuss the
ethical and social issues raised by various appli@a-
tions of information and communi cation technology
in medicine and health care.

We have sought to construe the forum as broadly as
possible, better to give a flavour of the extraordina r-
ily broad landscape shaped by the intersection of
medicine, computing and ethics. The contributions
to this theme issue succeed nicely in making plain
such breadth. In fact, their diversity suggests that
much more work is needed to clarify issues and
approaches, and to provide practical tools for clini-
cians. A patient-centered approach to medical care
requires nothing less.

In the first contribution of this issue, Dirk Hagemeis-
ter investigates the effects of modern information

technology (IT) on the working environment in

hospitals and outpatient care and on the physician&
decisiorrmaking process. On the one hand, IT
certainly provides benefits for patient care by pr o-
viding new computer-based diagnostic devices (e.g.
the CAT scan), by improving the efficient storage,
retrieval and exchange of patient data and as part
of a basic infrastructure for integrated care net-
works. On the other hand, IT in medicine may also

have negative consequences for patient care. In
many cases, these effects are not a problem of IT
per se but rather result from the complex interaction

of IT with other structural determinants of a health

care system, e.g., physician reimbursement sys-
tems. This makes clear that IT is primarily an in-
strument that can have both intended and uni n-
tended consequences, which in turn are heavily
influenced by the specific policy framework. An
electronic billing system, for example, might lead a
physician to up- or downgrade the diagnostic code
in order to increase his personal income. Some less
visible, but nevertheless ethically important implic a-
tions might occur if the electronically implemented

diagnostic framework restricts the information input

and the process of diagnostic reasoning. Users of IT
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in medicine therefore should be familiar with the
specific strengths and limitations of the systems
they are using.

Apart from storing and processing patient data,

Information and computer technology in medicine

can also be used to create virtual realities. Janne
Lahtiranta and Ka/ Kimppa discuss in their contribu-
tion the use of anthropomorphized, human -like
artefacts for teaching and training in medicine.

Especially in intensive care and emergency med-
cine, students and residents learn clinical skills with
manikins that show a realistic full-body anatomy.*
According to the Institute of Medicine (IOM) report

fiTo err is human: Building a safer health systemo,
between 44,000 and 98,000 people die in hospital
each year as a result of medical errors that could
have been prevented.” As one measure to improve
patient safety, the IOM suggests the use of simul a-
tion whenever possible:

fHealth care organizations and teaching institu-
tions should participate in the development and
use of simulation for training novice practiti o-
ners, problem solving, and crisis management,
especially when new and potentially hazardous
procedures and equipment are introduced.d

As Lahtiranta and Kimppa point out, training with
anthropomorphized artefacts may prevent harm and
provides benefits for the patients. Consequently, we
have an ethical obligation to promote training of
clinical skills with manikins and dummies. However,
these simulated realities will always fall short of the
actualities of patient care. Therefore, medical stu-
dents should be aware of these limitations and
enjoy sufficient opportunity to interact with the

complexity of real-world patients. Computer-based
simulation can be a valuable supplement, but should
never be a substitute of conventional bedside teach-

ing.

Britta Schinzel is also concerned with the moral
problems created by the use of constructive tech-
nologies. Modern imaging technologies like magnetic
resonance imaging (MRI), positron emission tomo-
graphy (PET) or functional MRI provide new and 1
supposedly i realistic insights into the human body.
However, these images are highly constructive
artefacts that result from an extremely complicated

! Spence 1997
2 Kohn et al. 2000
% Kohn et al. 2000, 179
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and in many respects contingent combination of
model driven algorithms, computations and visuali-
zations. These epistemic observations become
ethically relevant, if the images are used without
reflection of their production process. Instead of

depicting the world as it is (which in fact might be

impossible), the images are heavily loaded with
interpretations and create new meanings for
fhealth,0 fdisease,0 finormality,0 and figender.o
Developing standardized atlases of the brain also
elicits ethical issues given the plasticity and inter-
and intra-individual variability of the cerebral stru c-
ture and functioning. Due to their realistic appear-
ance, these computed images create the illusory
impression that certain differences between groups
and populations are biologically fixed within the
human brain. This can promote stereotypes and
false dichotomies that are embedded in the seem-
ingly fiobjectiveo results of scientific imaging tech-
niques.

Information and communication technologies (ICT)
in medicine are not only used to store, process,
model, and transmit patient data. Innovative a p-
proaches try to integrate computer technology with
the human body in order to obtain insights into the

functioning of the body and to develop new dia g-
nostic and therapeutic interventions. With these ICT
implants, the use of computers in medicine seems to
enter a new dimension, raising not only intriguing
ethical issues but also anthropological issues. With
the following two articles, we stay within the field of

neuroscience research, but move from imaging to
intervention.

Jens Clausen focuses on the ethical aspects of
neuronal motor prostheses. Advances in the neurn-
sciences and in micro system technology provide the
potential to connect computer-systems with the
human brain via brain-computer interfaces. This
might offer new therapeutic perspectives especially
for paralysed patients (e.g., hemiplegia). The goal is
to bridge the interrupted nerve fibres with micro -
technical devices and connect the cortex to an
artificial limb or 7 even better 7 with the paralysed
limb of the patient. On the one hand, brain -
computer interfaces raise general ethical issues
related to the protection of human subjects and the

limits of a man-machine-integration. On the other,

neuronal motor prostheses raise ethical issues that
can be attributed to technological components
themselves. Will the implanted electrodes of the
input component that registers the cortical field

potentials alter the patient& personality traits in an
unacceptable way? Indeed, what should count as an
fiacceptableo alteration? Who bears responsibility for
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actions of the artificial limb that re sult from an
indissoluble interaction between the patient& brain
and the decoding algorithm? Will the (probably)
wireless output component allow unwanted external
control or interference? Risks for patients due to
malfunctioning of the system must be balanced
against the benefits of restored limb function. It
certainly will require many year of development and
clinical testing before neuronal motor prostheses will
become available for patients. Nevertheless, ethical
analysis should accompany these technol@ical
developments right from the start as part of the
timely anticipation of possible adverse effects on the
patients.

Elisabeth Hildt discusses another application of ICT-
implants in the neurosciences: With electrodes
implanted in the brain, deep brain stimulation pro-
vides the possibility to influence the functioning of
certain brain regions, e.g. for tremor control in

patients with Parkinson& disease. Other potential
applications of neurostimulation include the treat-
ment of severe neuropsychiatric disorders like
obsessivecompulsive disorders. Like many other
invasive medical technologies, deep brain stimula-
tions involve benefits (e.g. improvement of tremor)

and risks (e.g. infections, intracranial haemorrhage,
adverse neuropsychological effects). However, the
effects of deep brain stimulation deserve special
attention because they interact with brain structures
that might influence the patient& personality and
character traits: How far will the patient be able to

control the effects of neurostimulation? Will these
changes be reversible? This calls for a thorough
assessment of clinical benefits and adverse effects,
especially in the long term. With regard to other
possible applications i e.g. enhancement of cogni-
tive functions 1 Hildt concludes that deep brain
stimulation should be restricted to severe disorders
with a well-known pathophysiological basis for which
there are no other less invasive treatments with
comparable effectiveness.

Michael Nagenborgand Mahha ElFaddaghconclude
this issue with a paper on the availability, appropri-
ate use and ownership of genetic information. In
this case, ethical issues arise from the application of
computer technology for processing a specific type
of medical information. While genetic information
plays an important role in the diagnosis of hered i-
tary diseases, it also provides opportunities to select
effective therapeutic interventions according to the
specific genotype of the patient. However, other
players like employers or insurance companies are
interested in genetic information. This gives rise to
the question: Who has legitimate access to the

Georg Marckmann and Kenneth W. Goodman
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genetic information? Who owns or controls the
genetic information? Nagenborg and EFFaddagh
apply the concept of different information spheres,

and argue that the usage of genetic information
should be confined to the medical sphere. Based on
a Kantian concept of ownership the individual is the
flownero of information about his genes in the sense
that he has the right to exclude other people form

using this very personal information. Hence, infor-
mation infrastructures in health care should be
organized in a way that preserves the boundaries of
the medical sphere and precludes unauthorized
usage of genetic information by non-medical institu-
tions. As the authors point out, this will be a difficult
task given increasing economic pressures on the
world® health care systems.

The contributions in this IRIE issue present a colour-
ful picture of the rapidly expanding field of inform a-
tion and communication technology in medicine and
health care. New ethical issues arise depending on
the specific context in which computer technology
is applied. The articles here provide several exam-
ples to illustrate the point that it is not ICT per se
that raises ethical issues, but rather the connection
of ICT to certain concepts, types of medical inform a-
tion and other technologies. Especially in the field of
neuroscience research, the increasing integration of
human and machine with ICT-implants will pose
intriguing epistemological, ethical and anthropologi-
cal questions. Depending on the specific context,
ethical analysis of ICT applications in medicine
therefore will increasingly have to combine insights
and approaches from several different disciplines.
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ASoftware must not manipulate the physicians:0 The I T Challenge to Pa-
tient Care

Abstract:

Information technology plays an increasingly important role in the medical working environment. Besides
facilitating improvements in the quality of health care, it might al so bear some unwished effects. Examining
the dnakingbof a diagnosis and the role it plays in modern medicine leads to the question how far this proc-
ess of dliagnosingd might be affected by the dechnical surroundingsé A number of examples from clinical
medicine in the hospital and the ambulatory sector illustrate the way IT is being utilised in modern medicine.
A twofold negative effect could result from this @omputerisationd Firstly, the technical requirements for the
use of IT might force the process of diagnosing to be adapted with subsequent wrong or altered diagnoses.
Secondly, constraints like cost control might be facilitated by IT and thus its application might cause the
doctors trying to avoid such pressures by modifying the diagnosis and potentially worsening treatment and
outcome.
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fProgramme d¢rfen  rzte nicht manipulierend (Soft-
ware must not manipulate the physicians) reads a
recent headline of an article in the German medical
journal®, discussing the effects of drug advertise-
ments by sponsoring drug companies hidden in
software designed for the administration of GP-
practises.

The use of modern IT equipment is changing the
working environment at medical practices and in
hospitals alike. From patient administration to the
documentation of the clinical course of events, from
delivering and storing the results of special examina-
tions to writing discharge letters and the bil ling of
the care, the health care professional nowadays is
facing computers everywhere.

Has this @omputerisationdof the medical workplace
negative consequences for the quality of medical
care? Does it affect the health carer-patient relation-
ship? To answer these questions, the dunctiondof a
diagnosis needs to be understood and the influence
that IT might have on the making of diagnoses and
on the choice of treatment to be analysed.

Makingoof a diagnosis

fHow is the appendicitis in room 12 doing?0 - A
patient® diagnosis is one of the key concepts in
modern medicine and medical practitioners have
been criticised for a tendency to treat diagnoses
rather than patients. But despite of its central role,
even in times of @&vidence based medicined the
dnaking of a diagnosisbis a rather weakly defined
process. A sequential approach is being taught at
medical schools and usually, is followed by the
medical practitioner (i.e. general history, history of
complaints, physical examination, specific @iagnos-
ticd procedures)’. Yet d@iagnosingd lacks clear epis-
temological rules as they might be expected in
science. The diagnosis rather acts as a working
hypothesis for the further care of the patient, based
on an initial assumption that is generated by using a
combination of the patient& complaints, clinical
symptoms and the doctor& experience. Thus a

! Rabbata, Samir: Praxissoftware:
diirfen Arzte nicht manipulieren. 1346

Programme

2 rooting in traditions as old as the Hippocratic era,
the introduction of the &linical Method6has been
reported for the end of the 19th century:
McWhinney, lan: A Textbook of Family Medicine.
130-4

Dirk Thomas Hagemeister

diagnosis is not a definite and ultimate entity but
rather dhe best guess under what is currently
known§ and such a diagnosis is continuously reas-
sessed and modified by additional data gained either
from further investigations or from the clinical
course and the response to specific therapy®. There-
fore a diagnosis contains the influence of interpret a-
tion by the medical professional and is determined
positively (by supporting findings) and negatively
(by the exclusion of other diagnoses through con-
tradictory findings), in extreme, a diagnosis can be
made entirely by exclusion.

The role of a diagnosis

First and foremost, the classical function of the
diagnosis is to predict the natural course and (if
necessary) to choose an adequate therapy for the
patient® condition®. Adequate in this case means a
therapy that is likely to succeed. In times of @vi-
dence based medicined(EBM) this necessitates proof
of effectiveness and efficiency in random controlled
trials, but the choice of the right therapy as well

involves the physician& experience (e.g. fls the
patient likely to adhere to such a therapy?0).

In a broader sense, @dequate therapyd can imply
the inclusion into comprehensive treatment pro-
grams, e.g. the dlisease management programsd
(DMP) offered by health insurances® or treatment
programs run by governmental institutions °.

some of these epistemological features the dliag-
nosisd shares with &cientific theoriesdin the way
Karl Popper defines it, cf. K.P.: Alles Leben ist
Problemldsen. 26ff

4 McWhinney, lan: A Textbook of Family Medi-
cine.152

as one example the diagnosis of Diabetes mellitus
Type Il @yualifiesda patient for the inclusion into
the respective disease management programo of
the Bismarckean health insurances in Germany

(o2}

following WHO recommendation, the tuberculosis
treatment in many countries is offered free of
charge, and in South Africa a confirmed positive
HIV test allows the patient access to the dvellness
program@ including prophylaxis and treatment of
opportunistic infections, regular blood investiga-
tions and the provision of antiretroviral medication
according to the stage of the disease

ASoftware must not manipulate the physicians:0 The I T Challenge to Patient Care 7
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In a similar way, the diagnosis can justify social
benefits as well, e.g. if the patient qualifies for social
grants’, sick-leave or even just attention and su p-
port by others.

On the other hand, diagnoses can exclude the
affected person from intended activities such as
practising a certain profession (e.g. becoming a
pilot) or even from social @rivilegesbsuch as immi-
gration® or the granting of a life insurance policy.

In extreme cases, a diagnhosis even can cause
specific medical treatment not to be given to the

patient, such as dialysis (if infectious diseases such
as Hepatitis or HIV are present) or transplantation
(if a malignant disease is diminishing the potential

recipient® prognosis).

In certain diseases, the diagnoses have an @larming
effectd for the community as well. Public-health-
practitioners get alerted by duberculosis§ dneningo-
coccal meningitisb or dbolad and consecutively
infection control mechanisms are implemented.
Clusters of occupational illnesses may lead to a
thorough investigation of the underlying cause and
to the introduction of better protection for the

worker.

Sadly, a diagnosis can qualify a deceased person as
potential organ donor (drain-deadd but otherwise
dnealthyq, thus giving new hope to others.

And last but not least, the diagnosis satisfies the
doctor® curiosity and enables the doctor to commu-
nicate his observations. Whether this happens in
form of the description of a single case (case report)
or in a large multi-centre randomised study, the
diagnosis serves as an essential tool for the medical
scientist to identify what he is talking about.

The benefits of IT in  medicine

IT has given rise to completely new diagnostic tools
such computer tomography and has revolutionised
the effectiveness of other techniques like ultra-
sound. In addition to this, many results of examin a-
tions are being stored digitally today (e.g. x-rays),
with a number of beneficial effects like the reduced

"in South Africa a social grant is given to HIV-

patients solely dependent on the CD4-count
(<200)

8 e.g. when countries ask for medical certificates

Dirk Thomas Hagemeister

need for archives, the easier, faster and more
reliable accessibility and the opportunity to process
such images. In hospitals and medical centres with
a dedicated IT-support, IT-networks can fasten the
transfer of requests and make results that have
been generated elsewhere (Xray, ultrasound,
laboratory, ECG etc.) immediately available to the
doctor who ordered the investigation®. This is
probably one of the applications of IT that is most
beneficial for the patient since both, making the
diagnosis and treating the suffering are accelerated.

In other situations delemedicined is used to offer
specialised care that would not be available other-
wise, e.g. a neurosurgical opinion for patients in
small hospitals without such specialists'°.

The aim to deliver better care or to achieve better
efficiency and continuity of care has given birth to
other kinds of networks for integrated care, too. In
the British NHS clinics, hospitals and dnobile doctorsé
are linked by one computer-network and findings
during an out-of-hours home visit to a patient are
electronically forwarded to the patient& GPY™. A
similar approach is planned in Germany with the
@lektronische Gesundheitskarted?, where the digi-
tally served data in the card are intended to prevent
unnecessary double investigations or accidental
application of drugs when a known allergy exists*.

An IT-application of less direct benefit for the p a-
tient is the digitalised claiming, where the provider
(doctor) uses a computer and software to capture
the relevant data on the patients he sees (name,
insurance number, diagnosis etc.) and forwards it in
an electronic format defined by the medical aid to

® Kruiger-Brand, Heike: Picture Archiving and Com-
munication System 1  Abschied von der
ABildertsteft 1949-50

10 & g. within a network in the north -eastern German
state of Mecklenburg-Vorpommern, connecting
smaller hospital with the university hospitals

1 though the EMIS© system used in the NHS stil
does not allow immediate access to e.g. specialist
reports - personal experience in the UK

12 Kriiger-Brand, Heike: Orientierung am Anwender.
2001

13 ¢f. on the advantages in family practice: McWhin-
ney, lan: A Textbook of Family Medicine. 379-80
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claim the payment for the treatment **. Similarly
hospitals use special software not only to adminis-
trate the patients but to capture the patientsddiag-
noses and procedures, something essential in times
when electronic @rouperd generate a dliagnose
related groupd (DRG) from these data and these
DRGs e.g. in Germany are defining the financial
remuneration for the respective case.

In other applications as well, the computer is used
to make data capturing easier and more efficient,
when public health authorities or research instit u-
tions utilise these aides to collect and process large
amounts of data, hoping to identify relevant threats,

risk factors and the same.

Potential negative influence of
| T on doctorsébehaviour and on
the quality of medical care

The possible adverse effects of the use of IT in
medicine can be grouped into two classes, i.e. those
effects that are intrinsic to the use of IT (e.g. the
conversion of thoughts or verbal information into
digital data) and those effects where IT dacilitatesd
negative influences from other sources.

The quest for an early diagnosis

Converting a diagnosis into a computerised code
first necessitates certain skills, the medical practitio-
ner (or somebody else who forwards and processes
the information) will have to be able to enter the
diagnosis and supporting evidence into the com-
puter system. The change of dnediumdbthis informa-
tion is undergoing, restricts its range of content, the
differentiated thoughts and doubts about such
diagnoses in a doctor& mind or even as shared
knowledge in a medical firm in the ward is reduced
to a definite entity. In principle, this phenomenon is
not a new one, as diagnoses had been fixed in
written medical works (books, discharge letters etc.)
for centuries. Yet, the difference might be that the
computerised data may be easier accessible to
others, without any additional comment by those

% in Germany, where the &assen?rztliche Vere-

inigungd (KV) acts as an intermediary between
doctors and medical aids, the KV Hamburg in
2004 coined the expression d¢apierabrechnerd
(dpaper-claimerd for those practitioners who still
used the @rchaicdprocedure without computer

Dirk T homas Hagemeister

who @reatedéthe diagnosis, and thus might be more
prone to misinterpretation **. Due to the fact that the
actual diagnosis is e.g. in Germany®& DRG system
relevant for the financial outcome, administration
and the senior clinical staff pay a high degree of
attention to an early and @ppropriated encoding of
the admission diagnosis. In this manner, a poten-
tially @rematureddiagnosis-making is motivated for.
Despite of the possibility to alter the diagnosis
during (and even after*®) the hospitalisation of the
patient, an initially made wrong diagnosis has a
strong potential to affect the further treatment
(deing on the wrong trackd.

Similarly, even in the ambulatory sector in Germany
and in South Africa the medical practitioners in
private practise are forced to justify their payment
claims for treatment and medications by (ICD-
encoded) diagnoses. Since in German family med-
cine, the intentional delay of making the ultimate
diagnosis (@bwartendes Offenlassen der Diag-
nosed'’ is a well accepted procedure in many minor
complaints, this demand for a diagnosisd contra-
venes the recommendable approach for the case
management. At least the German system offers an
additional code to express whether a diagnosis is
suspected (Verdacht), confirmed (Gesichert) or
excluded (Ausgeschlossen) with the respective letter
to be added to the ICD-code. In this way, a bit of
the considerations and doubts can be mirrored in
the digital system - an opportunity the system in the
hospital sector, unfortunately does not allow for.

To adjust the diagnosis or the patient?

On the other hand, the process of d@igitalisingbthe
diagnosis might influence its content by more fac-

> despite of the principle aim to achieve it, the
allocation of diagnoses and ICD 10 codes (tenth
revision of the international classification of dis-
eases, a code that consists of a letter and one to
five digits) is unfortunately not a lways one-on-one
(@in-eindeutigdi reciprocal unambiguity), thus a
single ICD 10 code can represent different diseas-
es or the same disease might be encoded using
different codes

16 e g. in case of pending histological results

" in cases of minor complaints and after excluding
live threatening complications, it is justified to
monitor the patient since the natural course of a
disease often gives important additional inform a-
tion on the kind of the disease

ASoftware must not manipulate the physicians:0 The I T Challenge to Patient Care 9
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tors than the mere limitation of information entered,
stored and made accessible in the computer, since
the fact of working with information technology

might have a direct effect on the process of diag-
nosingd itself. In an extreme situation, this could
result in the diagnosis being @djustedd to the
framework defined by the information technology.

This could simply be the case if the encoding system
does not offer the real diagnosis as a selectable
option and therefore, the diagnosis needs to be
substituted by an @vailabled code, a problem that
occurs especially in the initial phase of a new sys-
tem.

A more &inisterdvariant of this phenomenon occurs
when the computer is used to optimise the financial
outcome and therefore the patientsé diagnosis is
altered. The extreme ®rave new world3® version of
this kind of reaction is sketched by Samuel Shem in
his novel dMount Miseryd The patients are automati-
cally de-@liagnosed, leading to those diagnoses the
health insurances are currently paying well for*°.

Unrealistic as this scenario might seem, there are
tendencies towards this direction. In German hospi-
tals, after a patient has been hospitalised, the
software generates not only the DRG according to
the entered diagnoses, but gives values of mini-
mum? and average duration of the hospitalisation
of such cases. If the patient is discharged sooner
the remuneration is reduced accordingly, what
might obviously affect the motivation to send the

patient home. But once the minimum duration has

been covered, the hospital administration might é@ské
not to keep a patient too long. Similarly, the DRG
gives the hospital already an instant idea of how
much a payment can be expected for the case i a

18 in his foreword to the 1946 2nd edition of his
novel Aldous Huxley states: AiThe theme of Brave
new world is not the advancement of science as
such; it is the advancement of science as it affects
human individualsd. 10 i the very theme of this
paper, too!

19 Shem, Samuel: Mount Misery: fiThey spent hours
(é) reading (é) whichever DSM diagnosis was
now bankable. If suddenly insurance was paying
top dollar for, say, 301.13, Cyclothymic Disorder,
the big Toshiba would be reprogrammed to repr o-
gram all the little Toshibas, so that for data |
typed in (é) now it would spew out, time after
time like a run of luck at craps in Vegas, 301.13,
301.13, 301.13 (é)a 213

2 antere Grenzverweildauerd
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situation that might cause pressure on the attending
medical practitioner not to opt for too expensive
procedures (or in extreme cases to refuse the
hospitalisation).

Yet the task of converting a case into a DRG is even
more complicated. As mentioned above, the ICD-10
might offer different codes for the same disease,
resulting in different DRGs and ultimately different
payment. And even the different weighting of the

patient®& diagnoses might show such a result: It has
to be chosen one dnain-diagnosiso with the other
ones being @additional diagnosesd and the right
choice of the main-diagnosis can more than double
the remuneration. With this &cienced of encoding
being so important for the financial wellbeing of the

hospital, some journals offer monthly exercises in
@roperd encoding®’. Obviously these exercises put
more emphasise on the best financial outcome
within the given regulations, rather than a most
conclusive description of the deald diagnosis of the
patient®.

@lausibility-checkbéand &nd of fundsd

The use of IT-technology in processing financial
claims for health care facilitates a thorough @xami-
nationd of the providersé claims like, in particular if
hospitals or private practitioners hand in digitalised
data.

Obviously, the above mentioned claims for hospitali-
sation can be checked by the health insurance the
money is demanded from most easily, with some-
times painstakingly detailed dequests for explana-
tiondby the insurances. But even the private practi-
tioner is exposed to this kind of dquality controld
Since every consultation or prescription needs a
(justifying) diagnose, the health insurance can easily
run a test with the data set handed in for claims.

This dlausibility-checkd will reveal whether all pre-
scriptions were @dequated or whether e.g. a pre-
scribed drug does not match the diagnosis it was
prescribed for.

2l e.g. the journal of the German Association of

surgeons ®er Chirurg BDCH

22 it is not the author® intention to claim that the

above mentioned journal or others would prop a-
gate an untrue encoding of the patientsddiagno-
ses, but since it is known that it is difficult to o p-
timise a system with regard to two parameters,
the preference might happen to be dinancial out-
comebbefore @dequacyd

ASoftware must not manipulate the physicians:0 The I T Challenge to Patient Care 10
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Between different countries, the constraints for the
private practitioners (and their potential responses
to the quest) differ. In South Africa e.g. the funds
for drugs within a given dnedical aid®®6 often are
limited per patient i once the patient has exceeded
these funds, the medical aid is not going to pay for
any more drugs under the specific scheme. Here the
practitioner should be aware of the dimitationsdif he
dispenses drugs from his practise”, an adequate
software in the practise will help to get aware that
the funds are exhausted.

On the contrary, in Germany the funds for drug
prescription in the private health insurances usually
do not have a ceiling. The limitations (and financial
risks) for the private practitioner are different: The
Bismarckean insurances (with assistance by the
above mentioned KVs) under the current legislation,
aiming at cost containment, may implement a limit
for prescription of drugs, laboratory investigations or
physiotherapy per doctor (or practice). The software
to be used in such a practice in Germany, usually
offers functions to estimate whether the recent
prescriptions have exceeded such limits. The doctor
faces the risk of having the expenses for these
excessive drugs/ therapies deducted from the remu-
neration, within this so called dregressésystem, the
medical practitioner in effect pays for the prescrip-
tions. The resulting dilemma isnd too difficult to
imagine, since the doctor (with assistance by the IT)
can figure out when the limits are reached i and
then either decide for an alternative therapeutic
approach (something that has not been @verusedd
yet) or accept a reduced income for the sake of
granting the patient the first choice of treatment °.

Conclusions
As computers and software assist the practitioner in

identifying pending financial threats, it is obvious
that the use of IT under these circumstances does

% the expression used in SA for a private health
insurance

24 3 usually quite lucrative option if the practitioner
has acquired a dispensing licence

% the actual trilemma has been demonstrated

recently by demonstrating private practitioners in
Gemany, where after at a certain point in each
remuneration term they might rather completely
close their practices, as any further activity effe c-
tively results in reduced income

Dirk Thomas Hagemeister

not necessarily serve the patientsd best interest:
Given the subjective influence on the making of a
diagnosis and the epistemologically dragiled quality
of the diagnosis, it is not too diffi cult to imagine that
external pressures that are either exercised onto the
practitioner or identified by the practitioner by using

IT could significantly affect and alter both the dia g-
nosis and the consecutive treatment decided upon
by the doctor.

Certainly, information technology has a great pote n-
tial to assist in making patient care faster, more
efficient and more continuous. But as nothing comes
without a price, IT in health care could have detr i-
mental effects on the quality of care by

-causing the doctor to forget important information
(due to carly diagnosingdand the reduced content
of information in digitally @&ncodedddiagnoses)

-forcing the doctor to falsify diagnoses (to justify
treatment or prescriptions if the drued diagnosis
doesnd serve this purpose or simply doesnd exist in
the system)

-tempting the doctor to avoid @&xpensiveddiagnoses
and treatments (those identified as might not be
paid for by the health insurance)

-motivating the doctor to discharge the patient
sooner than appropriate (as further hospitalisation
might reduce the revenue)

As often with new inventions, the use of IT in health
care might thus bear negative effects as well. To
gain a broader idea of the potential effects, to help
to prevent the negative outcomes and to contribute
to an adequate assessment of its role in health care
is the intention of this paper.
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The Use of Extremely Anthropomorphized Artefacts in Medicine

Abstract:

Anthropomorphized, or human-like artefacts, have been used in teaching and training of medical skills for a
long time. The most famous artefact used today is probably the Resusci ® Anne CPRtraining manikin, which
is used for training of resuscitation skills. However, what has changed over the lifespan of these artefacts is
the level of human-like features in them. All around the globe, highly anthropomorphized ICT artefacts are

used in training of medical skills. Amongst others, the UNAM Universty in Mexico City and Royal North Shore
Hospital in New South Wales use artefacts, which are closer to human-like robots than traditional manikins in

teaching. The purpose of this article is to look deeper into this phenomenon, consider its potential impli ca-
tions for the patient -physician relationship and quality of patient care, and to propose some practical methods
for minimizing the possible risks emerging from the use of these extremely anthropomorphized artefacts.
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There are various arguments for and against an-
thropomorphism in the Inf ormation and Communi-
cation Technology (ICT). Some argue that anthr o-
pomorphism, or introducing human-like features,
into ICT artefacts ensures better user acceptance
and creates a positive user experience (Cassell et
al., 1999; Gong, 2002). On the other hand, others
are adamant about potential risks and threats of
anthropomorphism, claiming that it has a negative
impact on the user interaction, creating unpredic t-
ability and vagueness (Shneiderman, 1988).

Regardless of the arguments for and against an-
thropomorphism, it is inherent to humans to anthr o-
pomorphize different things. Every day we encoun-
ter anthropomorphism in various situations. For
example, anthropomorphism is widely used in
entertainment and advertising. Movies like fiMada-
gascaro by the DreamWorks Animation SKG (2005)
or the famous cartoons by Walt Disney are case-
book examples of anthropomorphism. Unintentional,
or implicit, anthropomorphism is probably even
more common. For example, we have a tendency of
rationalizing actions of some (computer) artefact by
referring to it as fheo or fishea

Already during the 60& there were clear cases of
computer programs being anthropomorphized. One
of the most famous case being ELIZA, a computer
program by Joseph Weizenbaum (Weizenbaum,
1966), which parodied a Rogerian therapist. How-
ever, recently the anthropomorphism has been used
in the ICT applications probably more than ever
before. For example, in applications and systems of
medicine (i.e. in electronic health, telemedicine,
consumer health informatics, etc.) anthropomor-
phism is used not only in graphical user interfaces,
but also in patient-physician interaction, teaching
and patient care (figure 1).

Figure 1. Examples of the use of anthropomorphism
in medicine.

In the first example, a remote contro lled robot is
used to visually examine a patient. With this solu-
tion, physicians are capable of interacting with the
patients whether they are in another part of the
hospital, or even in the another part of the world
(Reuters, 20053@). In the second example, medical
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students are trained by using robot dummies. The
robots are equipped with mechanical organs, syn-
thetic blood and mechanical breathing systems
(Reuters, 2005b). In the last example a robot nurse
called fiPearlo assists elderly people with their day-
to-day activities (Jajeh, 2004).

While these are just examples about anthropomor-
phism in medicine, they raise a question of what
kind of impact, if any, anthropomorphism has on
patient-physician relationship or on quality of patient
care. Patient-physician relationship has always been
one of the cornerstones for comprehensive care.
The development from human-to-human to human-
and-computer-to-human, and finally to computer -to-
human frelationshipo creates further space for the
critique directed towards the u se of applications and
systems of ICT in the established medicine. A poten-
tial consequence from this is that the human is more
easily regarded as an object rather than a real
feeling subject.

What is known about anthropomorphism in human -
computer interaction is that it has some effect on

human behaviour and decision making. For exam-
ple, in some cases a human-like (or social) interface
can be used to invoke trust in the user ( Bickmore &
Picard, 2004). It is also demonstrated in numerous

psychological studies that people treat computers

and new media as real people and places (Reeves &
Nass, 1996). Considering the applications and
systems of electronic health in widespread use today
and the future possibilities created by a general
technological advancement, the question about the

potential impact is a current one and requires close
attention.

Anthropomorphism and Medicine

Susceptibility to anthropomorphism is always indi-
vidual. Some of the users are more prone to it than
others. Similarly the effects of anthr opomorphism
change from one individual to another. Due to this
individuality, defining what could be called as opti-
mal anthropomorphism, or creating a balance be-
tween positive user experience and complicated
user expectations, is extremely difficult. On the far
end of the scale there are interfaces and technolo-
gies stripped from all human characteristics, includ-
ing the used style of writing. On the other end are
the highly anthropomorphized human-like artefacts
that mimic human looks and behaviour as far as
technologically possible.
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In medicine, there is a need for the whole scale
from fiman to machined. For example in the clinical
decision making the users need information, such as
numerical laboratory results, in a concise and ex-
plicit form. In training the users practice their clinical
skills with anthropomorphized artefacts, such as the
Resusci ® Anne CPRtraining manikin with realistic
full-body anatomy. Between these two examples,
there is a wide range of different artefacts with
varied degrees of anthropomorphism for different
types of users (i.e. consumers, patients, doctors,
etc.).

In a situation when the users operate with a single
artefact at a time, they are usually more aware of its
type, role and significance. For example, in health
care an ICT artefact could be a conveyer of inform a-
tion, source of it, or just a tool for practicing and
demonstrating clinical skills. Unfortunately, espe-
cially in today& operational health care work, the
users operate with various types of artefacts at the
same time. Furthermore, these artefacts usually
form a mosaic-like structure and hierarchy, poten-
tially concealing some of the artefacts (and even
actors) from the user. Especially asynchronous
Internet -based services where the user and service
provider do not interact face -to-face in real time, or
services which employ (semi)autonomous agent
technology, are prone to this kind of complicating
effect.

A potential problem occurs when the user becomes
blinded by the layers of technology and the true
identity of the service provider becomes obscure.
Such situation could occur due to the intermediating
channel, type of the service or to the aforemen-
tioned mosaic-like structure. The situation is more
problematic if the identity of the service provider
changes between an ICT artefact and a human
actor. This change becomes a liability when it occurs
unnoticed, without informi ng the human actor or the
one acted upon. In this kind of situation the user
may consider the source of the information to be a
human actor, while in reality it could be an ICT
artefact. The impact and consequences of this kind
of muddling effect is furthe r explored in Lahtiranta &
Kimppa (2004).

A more interesting scenario, in the context of this
article, occurs when the user is given a single highly
anthropomorphized tool to operate with and all
potentially muddling effects of different layers of
technologies are stripped down to minimum. In this
kind of situation the user is prone to the most basic,
implicit, anthropomorphism typical to the human
nature. What are the potential effects of anthrop o-
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morphism to patient care when the user is trained
with a highly anthropomorphized artefact, such as
the robot dummy used in simulating childbirth
(figure 1) and the students at some point must
apply what they have learned to a living subject?

Extremely Anthropomorphized
Artefacts in Medicine

It is true that medical students must practice their
skills using different kinds of resources. Some of the
necessary information comes from the literature,
some from the teaching and training, and some
from adapting their skills into practical patient care.
Practical training requires real, live patients but
before the students are skilled enough, they are
usually trained with dummies, charts, ICT artefacts,
etc. For ages, different kinds of models and mani-
kins have been used in training. However, now more
than ever, these manikins are given extremely
lifelike qualities. In medicine the ICT artefacts,
namely manikins and robots, have become subject
to unconstrained anthropomorphism.

In robot design, or in design of fa machine that
looks like a human being and performs various
complex acts (as walking or talking) of a human
beingd as defined by the Merriam-Webster& Online
Dictionary, the robot features can be analyzed in a
design space consisting of three dimensions (fig-
ure 2).

Abstract

Human

Figure 2. Anthropomorphism design space for robot
heads (Duffy, 2003).

The design space defined by Duffy (2003) specifies
an illustrative map for designing robot features and
defining how closely these correlate to human
physiognomy. Features in the iconic dimension
employ a very minimum set of human characteris-
tics often found in comics and cartoons. The ab-
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stract dimension refers to functional or mechanistic
design. Naturally, the human dimension describes
features with close resemblance to a human coun-
terpart.

In medicine, the appearance of robots and manikins
belong to the human dimension for practical re a-
sons. For example, in CPR training the used manikin
must have a close resemblance to the human physi-
ognomy in order to provide the most effective
training experience. If the manikin used in trainin g
would have iconic or even abstract features, it
would probably have a negative impact on the
overall medical training. It is not feasible to make
abstract patient manikins and robots when the
purpose is to prepare the students for a real-life
experience.

Mori (1982) defines a region in the robot design
when the robot is not quite humanlike as fAThe
Uncanny Valleyd. Robots, which design falls to this
region, are considered a bit peculiar or even absurd
and interacting with them can feel somewhat u n-
easy. Corsidering that a close resemblance, or even
an exact match, to a human counterpart is a nece s-
sity in designing certain ICT artefacts used in the
training of medical skills, it can be argued that their
design is crossing the region. When the design of a
robot or manikin crosses the Uncanny Valley, they
are potentially becoming more accepted as humans
than ever before (Mori, 1982).

In addition to the physical appearance of the art e-
fact used in training, the familiarity of the artefact to
the user can be analyzed by using the core set of
features defined by Duffy and Joue (2005). These
features are:

1 Control: the ability to influence the robot, or our
environment through it.

1 Predictability: a human-like, not too simplistic,
predictability of the robot.

1 Dependency: how dependent the robot is of our
actions.

When the focus is on training of medical skills using
extremely anthropomorphized ICT artefacts, the
control feature is highly presented. For example,
when medical students practice CPR with a manikin,
they strive to stabilize and gain control of the art e-
fact® life-like functions. In this context, the control

is realized as medical care and nursing. In training,
the used artefact should be as human-like as poss-
ble, including appearance and physical responses to
the care. Therefore, it can be assumed that the
predictability, namely human-like predictability can
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be high from mechanistic perspective. Furthermore,
if the manikin is extremely human -like in appear-
ance, it may create an unfounded illusion that it

reacts in all the possible physical responses like a
real human would even though it is unlikely to cover

them all. Misinterpretations like this with anthrop o-
morphized manikins without any kind of social

interface, such as the Resusci ® Anne CPRtraining
manikin, are clearly less likely to happen. The psy-
cho-social dimension of predictability is lower how-
ever since with the current level of technology it is

hard or nearly impossible to mimic psychological and
social behaviour patterns of a human. Since the
purpose of the artefact is to imitate physical r e-
sponses of a human patient in need of a care, the

dependency from the care provider is highly pre-
sented as well.

From the perspective of the three core features of
control, predictability and dependency, it can be
argued that the extremely anthropomorphized ICT
artefacts used in the training of medical skills have a
high potentiality of familiarity to their users. Ho w-
ever, we must acknowledge the limitations and
restrictions of the used technology and design,
which primarily focuses on mimicking human-like
appearance and physiological responses to the care.

Optimal Anthropomorphism in
Medicine

In the context of medicine, and especially in training
of medical skills with extremely anthropomorphized
ICT artefacts, it is hard to define an optimal degree
of anthropomorphism. From purely didactic perspec-
tive, one could be anxious to say that optimal an-
thropomorphism from design perspective is achieved
when the artefact matches to a human counterpart.
In addition, one should be able to analyze the
performance and effect of the care, which may
require dismantlement of the artefact or connecting
it to other ICT artefacts, etc.

This mechanistic view however has some draw-
backs. A human is a social and psychephysical
entity, an individual. With a mechanistic view to
design it is impossible to capture the nuances of
working with a living patient. From this perspective
optimal anthropomorphism in design should be able
to mimic the fivagaries of a human mindo as well as
the ffragility of the human bodyd in all its dimen-
sions. This however, is beyond current technology.

In training of medical skills using extremely anthr o-
pomorphized ICT artefacts an optimal anthropomor-
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phism is a delicate balance of three factors. The first
two, as suggested by Duffy (2003) are human
expectations and capabilities of the artefact. In the
context of training, the third factor is formed from
the didactic requirements. In addition to the physical
form, or completeness of it, the key question is t he
social interface. The social interface plays a signifi-
cant role in how the students perceive the artefact
to be emotional, sentimental of even intelligent.

A social interface as a supplement to an extremely
anthropomorphized form can be viewed as a disad-
vantage or hindrance, or as a benefit. The interface
can be perceived as a hindrance if it has a negative
effect on the overall learning experience, such as
when the interface diverts the attention of an u n-
practised medical student away from the physical
indications and from the real learning emphasis. On
the other hand, a social interface can be used to
convey additional information about the success or
progress of the administered care (e.g. when the
artefact can demonstrate changes in the degrees of
pain), or in some cases, about the preconditions of
care (such as way of living, use of medications, and
S0 on).

Considering the potential benefits and drawbacks of
a social interface it is hard, or nearly impossible, to
define what level of anthropomorphism is optimal in
this matter. In some cases it could be justified from
pedagogical point of view that the artefact shows
intentional behaviour, carries out a meaningful
conversation and creates an illusion of a living
patient. An alternative could be drawing a line to the
type of discipline in question. A meaningful restric-
tion for not using extremely anthropomorphized
artefacts could be that they should not be employed
in teaching and training in the fields of science that
deal with mental processes and behaviour of a
human being (e.g. psychology), or in other fields
that deal with mind and behaviour. This line, ho w-
ever, is drawn in water since it can be argued that
social or mental aspect of care is inseparable from
medical care.

Conclusions and
Recommendatio ns

It is true that it takes more than a human face on a
computer monitor to create an illusion of life and
intelligence. It may require a use of human -like
verbal cues or body language to facilitate social
interaction; or just a little bit of user imaginat ion.
However, with the examples presented in this

J. Lahtiranta and K. K. Kimppa
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article, it may not require a great leap of faith to

consider a robot closely resembling a newborn child
as its human counterpart. Actually, the situation
may be quite the opposite: the users must actively
remind themselves that they are practicing with a
dummy.

Extremely anthropomorphized artefacts have been
used in medicine only such a short period of time
that it is difficult to give a definite answer to the

question about potential effects to patient car e.
However, it is clear that the boundaries between a
target of care and the tools used for training will

become muddled. The history has proven that we
will create as anthropomorphic robots and manikins
as possible. For example, toy and entertainment
industries are full of vivid examples of this.

There is a great potential value in practicing health
care with the anthropomorphized ICT applications
and systems of medicine. Being able to make the
first tries, and the first mistakes, on a lifelike appl i-
cation instead of a real person is an indisputable
benefit. It even seems to be our duty to steer the

development of the artefacts used in teaching and
training of medical skills to this direction. It benefits

the patients, both in not having to submit to the

fumbling tries of the unskilled trainee, as well as
possibly saving lives from the first mistakes. How-
ever, we express concern that if the artefacts used
in teaching and training of medical skills become
human-like enough to fool the medical students and
yet the artefacts do not actually react like a human
being, the students may consider that this is the
way a real human being acts under the treatment.
This perception is likely to be false since patients are
individuals and they can respond very differently to
the treatment, for example due to the individual®
pain threshold i or even due to one® imagination.

It is already clear that the current extremely anthr o-
pomorphized artefacts such as the robot dummy
used in simulating childbirth (figure 1) cannot be
fully equivalent with the actual counterpart they
simulate i even though the artefacts seem very
real. Especially in the near future when the artefacts
are probably even more life-like, it is paramount not
to mistake the artefact®& operation or artificial life-
signs it produces as an extensive description of all
possible outcomes in reatlife. Similarly, the conclu-
sions drawn from the artefact® operation should not
always be interpreted in the same way as in a real-
world situation.

Until we can rest assured that the used technology
is sufficiently human-like to represent an actual
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correspondence to a real human and the training is
repeated long enough to make the differences
human beings have in responding to the treatment

clear, the artefacts used in teaching and training of
medical skills should be clearly marked as tools,
however anthropomorphized. Before the technology
reaches its peak and the students can practice with
artefacts that respond exactly like human beings we
must define principles and ensure in practice that
the transition from fimanikin to mano goes with as
few complications as possible. To decrease the
potential complications later during the career of the

medical students, the instructors should be able to

orient the students into a right st ate of mind prior to

actual training.

Both regulators and ethicists are often criticised for

being late with their recommendations on how to

utilize or apply ICT applications. Therefore it is

important to take a proactive approach to the tec h-
nology development and consider its potential

impact on the patient-physician relationship and
quality of patient care. Even though the technology

today is limited to mimicking human vital functions

mechanistically, there are clear sings that the robot

functionality is coming closer and closer to imitating

human activity. See for example work by Cynthia
Breazeal (Breazeal & Scassellati, 2002; Breazeal,
2003; Breazeal et al., 2004) and her expressive
robotic creature, Kismet'.
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Gender and ethically relevant issues of visualizations in the life sciences

Abstract:

Here moral problems created by the use of constructive imaging technologies within the life sciences are
discussed. It specifically deals with the creation of dichotomies, such as gender, race and other differences,
created and manifested through the conti ngent use of scientific and computational models and methods,
channelling the production process of scientific results and images.

Gender in technology studies has been concerned with destabilizing essentialist and dichotomous co
constructions of gender and technology. In the technological construction process gendered social construc-
tions of stereotypes and inequalities both of the technological models and of the presumptions in life sciences
become structural properties of the artefacts, again flowing ba ck into the seemingly objective results and
knowledge of the life sciences. Here we will deal with the construction of gender differences via biomedical
imaging and the creation of norms in atlases. Additionally, the de -contextualized images, showing idiosyncrat-
ic selections and reducing complexity are used to popularize gendered assumptions about biological facts.
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Introduction

Computer Science with its technological products
has more or less changed all the sciences andtheir
production processes intensively in general. Its
symbolic methods and mathematic-technical para-
digms penetrate their model building processes and
its methodological instruments, since the data
memorizing and integrating capabilities and its
visualizing potentials are used also in biomedicine
and in the life sciences. The uniform computing
methodology of formalization, which is usable inde-
pendent of the subject, leaves much room for
different ways of problem solving and their specific
realizations in software: specification (which means
de-contextualizing a certain part of the world,
abstracting from it, such that it can be represented
in discrete symbolic items), architecture, algorithmic
solutions and the very implementation and coding.
The space left open for specification and modelling
alternatives is huge and it opens doors for moulding
in one-sided selective views, for idiosyncratic and
biased design and for contingent re-
contextualization.

Technologically mediated textual, imaged and
formalized knowledge is currently changing the
order of knowledge (Spinner 1994) through new
channels of categorization (e.g. building ontologies
in semantic web representations, or search ma-
chines), the reduction of complexity and context,
formalization and standardization. The vast collec-
tion of complex data sets, produced with the help of
information technologies brings humansé cognitive
capacities to their limits. For this reason, visualiza-
tion technologies are used more and more to display
the essence of results instantaneously. Scientific
knowledge therefore is increasingly represented in
images, graphics, mathematical and biomedical

visualizations (called visiotypes by U. Pdrksen 1997).

But this turn from text to picture is vice versa also
forming our knowledge. The imaging of scientific
facts is per se ethically relevant, because images do
not explicate their semantic content in the same
way as text does. Their meanings are much more
dependent on culture, pre-knowledge and interpre-
tations one is familiar with than would be the case
of text, even from a hermeneutic view of text. In

addition images are also stereotyping and contribut-
ing to standardization and normalisation. This makes
popularization of scientific images even more sub-
ject to false interpretations, as e.g. biological deter-
minations. In particular the new medical imaging
methodologies, which are opening enormous poss-
bilities for diagnosis and scientific investigation, also
are posing new epistemological, ethical and validity
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problems: E.g., bodily properties that can be visual-
ized on a one-to-one scale are emphasized in favour
of those which cannot be locally and distinguishably
represented within a picture. Moreover, the abstract

and complex character of data extraction and proc-
essing produces a very loose referential tie between

body and image, but this is hidden by the very

realistic appearance of the images. In addition, their

use for standardizations and norms are problematic
for many reasons: among others, that new defin i-
tions of sanity versus sickness arise and new d-
chotomies are built up.

Computerized Imaging in
Biomedicine

The combination of physical and physiological
effects with mathematical and information techn o-
logical methods have brought up many new met h-
ods for the introspection of the inner body without
dissection nor invasion, such as Computer Tono-
graphy (CT), Magnetic Resonance Imaging (MRI),
functional Magnetic Resonance Imaging (fMRI),
Positron Emission Tomography (PET) and others.
The production of the final images relies on the
electromagnetic exchange between the atomic
structures of the body, delivering masses of raw
data to be processed, interpreted and visualized in
extremely complicated and contingent combinations
of model driven algorithms, computations and
visualization techniques. For most of the contrast
mechanisms established in practice for imaging
today there exist plausibility explanations at most,
i.e. there is no deep understanding of the micr o-
structure of tissue, which would allow sound inte r-
pretation of what is being seen (Hennig 2001).
Thus, the impressive images may be misleading as
they seem to show realities of the inner body,
whereas they show visualizations of interpreted
data, i.e. images of bodily properties are derived 1
in epistemologically problematic ways - from long
and complicated chains of interpretations of physiol-
ogy in models and computational constructions,
which always bear the danger of showing medical
artefacts that do not correspond to physiological
realities within the inner body (see e.g. Schinzel
2003, Schmitz 2004). The naive use of such images
without reflection of their production process is
ethically relevant.

These methods have brought a revolution for diag-
noses and scientific production, especially within
neuroscience. It is obvious that they are very useful
and that they deliver insights into the living body
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that have not been possible before. However, the
claim cannot be held that the use of such tech-
niques always leads to fiobjectived correspondence
with the referent body. | .e., the pictures may con-
tain artefacts stemming from technology itself or

from the interaction between technical depiction and

the living body. Moreover, by the use of contingent

physiological and computing models, simulations
and image producing technologies they are loaded
with added meanings, which may meet the concrete
bodily facts or not. The bio -medical images visualize
non-pictorial collections of complex data sets, which
have been processed through a lot of ficleaningo
analyses, transformation and interpretation steps.
E.g. the stray and other data collected at the CT
wall do not include the body& space coordinates,
which makes complex mathematical region recon-
struction necessary. And the constructive image
giving methods, ruling out supposed fuzzyness and
dirt, intrapolating supposed voxel-values between
slices for 3D-representation, rendering, i.e. triang u-
lating surface and inner structure of the body for

cuts, deformations and transparent views, and
sometimes also colouring the images, e.g. the
brain® activation areas for differentiation are pre-
paring the look of the pictures for cognitively ad e-
guate understanding. These images therefore are
stuffed with interpretations of their constructors and

they also produce new meanings, e.g. of reading
sanity vs. sickness or needs of therapy from pictures
instead of from clinical evidence, or of normality
though contingent mathematical averaging met h-
ods, of life and of sex and gender.

Moreover, the pictures are driven from a moment&
situation which might alter within a minute, a day,
or more, according to experience. The images fix
this moment& appearance as a biological fact, which
has emerged due to fiembodimento (Fausto Sterling
2002) through the contingent conditions under
which this appearance arose, in particular for the
most variable part of the body - the brain, as de-
scribed below.

Still there are huge projects, like the Human Brain
Project HBP, that try to define standards of the
human brain. Here standardized anatomical and
functional atlases are constructed, through compli-
cated mathematical averaging methods, diversified
by age, sex/gender, sicknesses, race/ethnicity, and
in all these dimensions at one point in time. Ho w-
ever, such dichotomized standard atlases of brain
anatomy and function carry with them the danger of
localizing sickness, normality, ethnicity and gender
within the imaged body and placing other kinds of
(non)evidence into the background.
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In the medical practice on the other hand, e.g. in

neurosurgery, there is an aspiration to refer to
norms, like brain atlases, in order to navigate more
safely within the brain. Establishing atlases has
become a scientific field in itself, between medicine
and mathematics. Considering the problems men-
tioned above, the questionable correspondence
between the bodies under inspection and the im-
ages constructed, the contingency of the brainsd
material and functional status, the validity of such

standards is problematic as well. Although without
such atlases virtual or real navigation in the brain is
even more taping in the dark, it is still an ethical

question whether to rely on such standard atlases or
not, whether to take such pictorial evidence as
scientifically sound and to use it as major tool for

evidence in medical practice.

The depiction of illness, especially in illness atlases
(see e.g. Narr et al. 2001) brings ethical questions
as well, such as whether an individual®& image that
has similarities with an illness atlas shows that
he/she really has that illness, or is in danger of
contracting it. Making diagnoses and decisions about
a therapy in preference of visual evidence instead of
on clinical findings could occur as a conseqguence.
Another epistemological question is whether the
deviation shown is a cause or an effect of a possible
sickness (see also Schinzel 2004). Furthermore,
changes in how human beings view themselves, in
the body and in fhumannessd have been estab-
lished, such as the assumption that the mind is
materially located and pictorially represented in the
brain, and that this might be fthe whole trutho
about human beings6 thoughts, mind, feelings and
behaviour. The new, momentary neurologically
founded debate concerning free will (Geyer 2004,
Hochhuth 2005) is one consequence of this new
self-image of concretisation of human beings into
the neuro-chemical and neural-physiological.

The Plastic Brain

Considering now the interaction of material and
experience, brain functions rely on the switching of
the brain® nerve cells into an information processing
network through the building up o f synapses. This
network and switching changes with our experi-
ences, both concerning structure and the brain&
function, and it needs these sensual inputs and
sensori-motoric experiences in order to work at all.
The extreme neuronal and synaptic plasticity of the
brain is the basis of our potential to learn and
memorize: every experience, every action and every
thought is physiologically manifested within the
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neuronal and synaptic switching within the brain, at
least temporarily. Individual experience there fore
creates not only the vast inter -individual variability
of brain structures and functions, but also the high
dynamics (through learning) during a lifetime, i.e.
the intra-individual variability.

Clearly then, brain imaging will not only show g e-
netically determined structures, but also the orga n-
izational material manifestations of different indivi d-
ual lifetime experiences. As life and experiences of
different groups and populations, especially of
women and men differ in our societies, these diffe r-
ences are to be expected within the brain structure

and matter in some way or the other. That is, such

differences are not essentially biological ones, but
contingent, context dependent and variable within a

population and during the lifetime of an individual.

As many investigations have shown, alterations of
the synaptic and neuronal structure do not hold on,

and they may be reversible, unless repeated activa-
tion temporarily fixes the structure.

The brain® plasticity is the most evident example of
Fausto Stering® (2000) embodiment theory. This
theory states that the interaction of the body with
the environment shapes and transforms the whole
body, bones, muscles, organs and nerves. In par-
ticular, sensori-motoric experiences are imprinted
into the human organism, into psyche, behaviour
and into the body& material reality. The human
brain, both in structure and in function, at any time
of our lives, is embedded into and influenced by the
relationship with all its endogenous and exogenous
conditions. This of course also holds for sex/gender
with respect to the brain and its socio -cultural
conditioning within our society. Every kind of anal y-
sis of sex/gender differences within the central
nervous system therefore has to respect these open
developmental dynamics of the nervous differentia-
tion with respect to the environment.

On the other hand, brain images, let alone the
constructive aspect of their production, present a
momentary image that may change within the next
moment, during the female cycle, with weight, with
pain, with aging and with disease. Therefore, these
images may not be considered as representing fthe
status-quoo, but as moments in time during the
development of the respective interaction between
behaviour and brain structure and vice versa. It is
immediately evident with such fluent fimaterialo as
the brain& constituents that standardising becomes
problematic.
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The huge scientific cartographic programs like the
mentioned HBP (see e.g. Thompson et al 2000) is
held in high regard for its imaging of structures and
functions of the brain, for its combination of diffe r-
ent ones into standard brains, for its transforming of
individual ones into the standards, of building at-
lases by brain imaging and mapping. The standard
atlases are constructed according to the very selec-
tions of individuals subject to imaging (large persons
do not fit into the tube, more white western persons
can afford to be tomographed), according to the
different standardizing technologies (e.g. volume
based or landmark based averaging, statistical
analyses and warping), the mathematical models on
which these rely, etc. Standards are always subject
to specific ideas, presuppositions, and in case of
brain imaging, subject to the contingent brainsd
state and the contingent conditions under which the
images are taken. In particular, with model driven
image construction, the normalization process
becomes circular. Moreover, normality in our culture
selects certain concepts of sanity, of sex/gender and
being normal that often also means being male.

Gender and Brain

Since the existence of medical imaging, sex/gender
relevant brain areas and cognitive functions have
been pointed out, such as the corpus callosum and
some of its parts, the splenium and the isthmus, t he
laterality of the left and right brain halves, or the

lateralization of language capabilities. But all these
findings can be put into question. Schmitz (2004)
und Nikoleyczik (2004) e.g. criticised publications of
functional language tests using fMRI: Shaywitz et al.
(1995) investigated in rhyme identification and
found that 19 test persons showed a strong activ a-
tion on the left side of the frontal lobe, and that 11

of the 19 test persons showed marked activation on
both sides. However, in these tests no parallel
differences in performance were found. This much
cited study is propounded as evidence for women&
strong bi-laterality of general language processing in
contrast to men& uni-laterality. In a study by Frost
et al. (1999) of 100 test persons, tho ugh, no gender
differences were found in language performance,
nor there was activation-asymmetry identified in the
examined brain areas. But this work, in contrast to
that of Shaywitz et. al., is seldom cited. In a recent
study, Kaiser (2004) was able to show that a small
variance in the setting of fMRT-measuring had an
influence on the fMRI-imaging of lateralised lan-
guage performance: at one time gender differences
were visible for the same persons, but with other
parameter values they were not, and yet w ith other
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values even the sides in the mensdpictures became
interchanged.

Visualisations of the thinking brain proffer the m-
selves as a result of neutral technical-natural scien-
tific workmanship that is built upon natural scientific

objectivity using effects delivered by physics to
enlarge human sensory perception. Digital images of
the body, its organs and their functions should

objectively represent unaffected truths. However,

the publications mentioned above serve as examples
of the deconstruction of sex/gender differences in
scientific publications.

Still, popularized literature on neurology and brain
science is keen on showing sex/gender differences,
although their complexity is reduced in many re-
spects: in regard to the construction process, the
brain® plasticity, and the difference between sex
and gender. This is not only problematic, but even
dangerous, especially for adolescents without a
settled gender identity.

It seems that in societies, and even more in science,
there is a desire for categorizing and defining diffe r-
ences. It is well known that in the empirical sc i-
ences, which are making use of statistics, there is a
severe publication bias, the selection of results
which show statistically significant differences
(Easterbrook, Berlin 1991). This holds especially true
for publications on empirical findings about gender
differences in the brain. As a consequence these
findings are, oversimplified, often interpreted as
(biological) sex differences. In contrast, gender
research has shown that there are also contradictory
results to any of the research results differentiating

sex/gender. Nonetheless, findings not showing
gender differences are much less likely to be pub-
lished (Wacholder 2004). The reason for the unreli-
ability of such findings is the complexitiy of the
research question as already mentioned. The great
variability inherent within every population would

require considering biographic impacts and the
contexts of the investigations, larger proband sam-
ple sets and more exact interpretations. Moreover
the incorrect use of statistics in empirical findings is
well known (Joannidis 2005).

Building dichotomies is ethically problematic, be-
cause binary relations, such as between women and
men, nature and culture, healthy and unhealthy, can
be easily put into hierarchical order. Norms stan-
dardizing such differing and variable subjects as the
human brain introduce another ethically problematic
aspect of medical imaging and atlases, as individual
brains then are compared to the seemingly healthy
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standard brain. Through embodiment, that dete r-
mines the effects of individual experiences and their
manifestations within the brain, such fknowledgeo
contributes to the construction of incorporated and
manifested sex/gender differences, both in struc-
ture, function and competences. Thereby they are
inscribed again into our bodies and then really
become scientifically provable facts (Schmitz 2004).
This, finally, is the most subtle ethical challenge in
regards to the publication of such dichotomies.
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Abstract:
Title: Ethical Aspects of Brain-Computer Interfacing in Neuronal Motor Prostheses

Brain-Computer interfacing is a highly promising and fast developing field of modern life sciences. Recent
advances in neuroscience together with progressing miniaturization in micro systems provide insights in
structure and functioning of the human brain and enable connections of technical components to neuronal
structures as well. This possibly offers a future therapy for pa ralysed patients through neuronal motor pro s-
theses. This paper identifies central ethical aspects which have to be considered in further progressing re-
search in this scientific field and the development of neuronal motor prostheses.
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Gehirn-Computer-Schnittstellen  (Brain  Computer
Interface; BCI) sind ein viel versprechendes und
hochinnovatives Faschungsfeld, das einerseits neue
Erkenntnisse Uber Struktur und Funktion des men-
schlichen Gehirns erdffnet und andererseits die
Entwicklung neuer Therapien in Form von motori-
schen Neuroprothesen mdglich erscheinen lasst. In
diesem Beitrag sollen die zentralen ethischen Fragen
benannt werden, die bei der Erforschung und Ent-
wicklung von BCls geklart und bertcksichtigt wer-
den missen.

Einleitung

Motorische Neuroprothesen koénnen als mdgliche
zuklnftige Therapie fur Patienten mit Querschnitts-
lahmung angesehen werden. Sind die neuronalen
Strukturen fiir die Ubertragung und Weiterleitung

der motorischen Signale zwischen dem zentralen
Nervensystem, insbesondere dem motorischen
Kortex, und den ausfihrenden Extremitaten durch

einen Unfall, eine Verletzung oder eine Krankheit
unterbrochen, fuhrt dies haufig zu einer betrachtl i-
chen Einschrankung oder gar dem volligen Verlust
der entsprechenden motorischen Fahigkeiten dieses
Menschen. Die gegenwartigen therapeutischen
Madglichkeiten zur Behandlung oder gar Heilung von
Querschnittslahmungen sind sehr begrenzt. Grol3e
Hoffnungen werden daher in die immer weiter

voranschreitenden Erkenntnisse der Neurowissen-
schaften Uber Struktur und Funktion des menschli-
chen Gehirns sowie die zunehmende Miniaturise-
rung technischer, insbesondere mikroelektronischer
Bauteile gesetzt. Denn gemeinsam er6ffnen sie die
Méoglichkeit einer Verknupfung von neuronalen
Gehirnstrukturen mit technischen Komponenten
Uber eine Gehirn-Computer-Schnittstelle. Diese
Entwicklungen sind fir gelahmte Patienten sehr viel
versprechend, weil sie eine neue prothetische The-
rapie mdglich erscheinen lassen, die motorischen
Neuroprothesen. Die Idee dieses Ansatzes ist, das
verletzte neuronale Gewebe, in dem die Ubertra-
gung der motorischen Signale unterbrochen ist,
durch technische Hilfsmittel zu Gberbriicken und die
verlorenen motorischen Fahigkeiten durch die An-
steuerung einer kinstlichen GliedmaRe, wie etwa
eines Roboterarms, und als Fernziel maglicherweise
sogar der eigenen, natilrlichen Extremitat wieder
herzustellen.
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Aufbau einer Gehirn  -Computer -
Schnittstelle
Um das therapeutische Ziel einer motorischen

Neuroprothese realisieren zu kdnnen, ist zunachst
die Entwicklung eines funktionalen BCI erforderlich,

das geeignete neuronale Signale lesen kann, diese
in einem zweiten Schritt mittels decodierender

Algorithmen interpretiert, um die so gewonnenen

Output-Signale zur Ansteuerung einer kinstlichen
Gliedmalie oder eines anderen Ausgabegerates (z.B.
Computer) zu verwenden.

Die Input -Komponente

Gehirn-Computer Schnittstellen werden seit einiger
Zeit eingesetzt, um geldahmten Patienten vor allem

solchen mit Locked-in-Syndrom, die Kommunikation
zu erleichtern oder Uberhaupt erst zu ermdglichen.

Dazu werden mit einem nicht-invasiven Verfahren
mittels EEG Hirnstrome abgeleiet und in einen

Computer eingespeist. Diese Signale werden dazu
verwendet, um einen Computercursor z.B. in einem
Buchstabierungsprogramm zu steuern. Die Patienten
lernen die zur Steuerung erforderlichen Signale
gezielt zu erzeugen und koénnen dann mit Hilfe
dieser GehirnrComputer-Schnittstelle wieder schrift-

lich in Form von Briefen oder E-Mails kommunizie-
ren. Zwar ist es ein sehr langwieriger Prozess einen
solchen Brief zu schreiben, allerdings kann dies
gegeniber dem status quo, in dem oft nicht mehr

als eine Ja-Nein Kommunikation mittels Augenblin-
zeln mdoglich war, dennoch als ein deutlicher Fort-
schritt angesehen werden’.

Die Ansteuerung einer motorischen Neuroprothese
wird allerdings wahrscheinlich eine Intervention in

das menschliche Gehirn erfordern. Denn die mittels

EEG zu erhaltenden Informationen sind sehr be-
grenzt und hdchstwahrscheinlich nicht ausreichend
fur die dreidimensionale Ansteuerung einer artifiziel-
len GliedmaRe in Echtzeif. Auf der Suche nach dem
am besten geeigneten neuronalen Signal fir die
Kontrolle einer motorischen Neuroprothese werden
als Alternative zum EEG starker invasive Methoden
erforscht. Dazu gehéren beispielsweise Elektroden,
die direkt auf der Kortexoberflache platziert werden,

um neuronale Aktivitat in besserer Qualitat abzulei-

! Birbaumer: Nur das Denken bleibt; Neuroethik des
EingeschlossenSeins.

2 Nicolelis: Actions from thoughts.
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ten®. Von diesen auf der Kortexoberflache applizier-
ten (epicortikalen) Elektroden sind diejenigen Mikro-
elektroden zu unterscheiden, die direkt in das Ge-
webe z.B. des motorischen Cortex implantiert wer-
den® °. Erste Studien, mittels solch intracortikal
implantierter  Elektrodenarrays beim Menschen
motorische Signale abzuleiten, wurden von der
Firma Cyberkinetics durchgefuhrt.

Decodierungs -Komponente

Unabhangig davon, welches neurologische Signal
mit welcher Ableitungsmethode fir die Kontrolle
einer motorischen Neuroprothese das am besten
geeignete ist, wird es erforderlich sein, die erhalte-
nen neurologischen Potentiale zu interpretieren.
Dazu werden die gewonnenen Informationen an
einen als DecodierungsKomponente fungierenden
Computer Ubertragen. Dort werden aus den Input-
signalen mittels spezieller Algorithmen Prognosen
Uber die antizipierte Bewegung errechnet. Auf der
Basis der so berechneten Vorhersage werden dann
elektrische Outputsignale generiert, um die progno-
stizierte Bewegung an der atrtifiziellen Extremitat
auszuldsen.

Patienten mussen entsprechend lernen, diejenigen
neuronalen Signale zu generieren, die tatséachlich die
gewlnschte Bewegung hervorrufen. Aufgrund der
enormen Anpassungsfahigkeit und Plastizitat des
Gehirns sind Patienten dazu auch wiklich in der
Lage, wie die bereits angesprochene Steuerung
eines Computercursors oder bei Affen auch die
Kontrolle ein Roboterarms belegen.

Output -Komponente

Als mdgliche Output-Komponenten der motorischen
Neuroprothese zur Behandlung von Gelahmten
kommen unterschiedliche technische Geréate in
Frage. Am langsten erprobt ist die Ansteuerung
eines Computercursors, um beispielsweise ein

3 Ball et al.: Towards an implantable brain-machine
interface based on epicortical field potentials.

* Donoghue: Connecting cortex to machines: recent
advances in brain interfaces; Schwartz: Cortical
neural prosthetics.

® Schwartz: Cortical neural prosthetics.

5 Duncan:

Gedanken.

Hirnimplantate: Fernsteuerung durch
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Buchstabierungsprogramm zu kontrollieren, mit
dessen Hilfe die Patienten die Mdoglichkeit wieder
erlangen, in schrifticher Form zu kommunizieren,
Briefe und auch E-Mails zu schreiben. Zu denken ist
aber auch an die schon genannten artifiziellen
Extremitaten z.B. in Form von Roboterarmen oder
die Steuerung des eigenen Rollstuhls. Viele Fo-
schungsprojekte zu Brain-Machine Interfaces sind
urspriinglich von der amerikanischen Defense Ad-
vanced Research Projects Agency finanziert worden.
In diesem Rahmen wurde als mdégliches Ziel auch
der Einsatz von BCIs zur direkten Ansteuerung
militarischer Technik wie beispielsweise eines
Kampfjets diskutiert’.

Ethische Aspekte von Gehirn -
Computer -Schnittstellen

Neben der Bewaéltigung von technischen Herausfa-
derungen sind bei Erforschung und Entwicklung von
BCl-basierten motorischen Neuroprothesen eine
ganze Reihe ethischer Fragen zu berticksichtigen,
die von forschungsethischen Aspekten in Bezug auf
die erforderlichen Humanexperimente Uber neuro-
ethische Fragen bis zur Ethik der Informationstech-
nologie reichen und damit ein signifikant neues Set
ethischer Fragen bilden. Bei der ethischen Beurta-
lung von BCl-basierten motorischen Neuroprothesen
geht es im Sinne einer Annovativen Technikbewer-
tungh (Ropohl) darum, rechtzeitig erw¢nschte und
unerwinschte Entwicklungen und Folgen zu identifi-
zieren, um gegebenenfalls friihzeitig derart korrigie-
rend eingreifen zu kdnnen, dass die Entwicklung
eine ethisch vertretbare und gesellschaftlich er-
wiinschte Richtung nehmen kann®. Die Gliederung
der ethischen Fragestellungen orientiert sich an den
drei Komponenten einer BClbasierten motorischen
Neuroprothese, der Input-Komponente, der Inter-
pretationskomponente und der Output-Komponente.
AbschlieRend werden dann die generelleren Fragen
zur Forschungsethik und den Grenzen einer Techn-
sierung des Menschen behandelt.

" Hoag: Remote control.

8 Clausen: Biotechnische Innovationen verantwor-
ten: Das Beispiel Klonen. 104-129.
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Ethische Aspekte bei der
Informationsgewinnung

Die invasiven Methoden zur Informationsgewinnung

beispielsweise mittels epicortikaler (auf der Cortexo-
berflache applizierter) Gitterelektrode oder direkt ins

Kortexgewebe implantierter intracortikaler Elektro-
den bediirfen einer Offnung des Schadels und
letztere zusatzlich noch einer Implantation der
Elektroden direkt in das Gewebe des motorischen
Cortex oder anderer Hirnareale. Dauerhafte wie
voribergehende Implantationen erfordern ganz

offensichtlich eine sorgféaltige Nutzen-Risiko-Analyse
dieser Interventionen in das menschliche Gehirn.
Dabei sind zum einen die medizinischen Risiken des
Eingriffs wie beispielsweise Operations und Infekti-
onsrisiko, mdgliche hirnorganische Schadigungen
sowie die offene Frage der Vertraglichkeit bei Lang-
zeitapplikationen gegen die zu erwartenden thera-
peutischen Effekte abzuwagen. Insofern allerdings
das menschliche Gehirn als biologische Grundlage
fur zentrale Aspekte unseres menschlichen Selb$

verstandnisses angesehen werden kann, geht es bei
der Nutzen-Risiko-Analyse daruber hinaus aber auch
um grundsatzlichere ethische Fragen. In dieser
Hinsicht sind mit der Implantation von Elektroden

ins menschliche Gehirn als zentraler Punkt mégliche
Auswirkungen auf ldentitat und Individualitat des

Patienten zu bertcksichtigen, da das Gehirn sehr
eng mit Bewusstseinsfahigkeit, Persénlichkeit und
Identitat zusammenhangt.

Medizinische Eingriffe zielen immer auf eine Verén-
derung des status quo beim Patienten. In diesem
Kontext ist daher zum einen zu klaren, welche
Veranderungen identitatsrelevant sind und zum
anderen, welche Veranderungen normatives Ge-
wicht erlangen, und wie diese von den irrelevanten
oder zumindest ethisch indifferenten Veranderungen
unterschieden werden konnen. Dieter Birnbacher
verwendet dabei die Unterscheidung zwischen zwei
Formen von Identitdt, denen er unterschiedliche
ethische Bedeutung zumissf. Die Identitat der
Person unterscheidet er von der Identitat der Per-
sonlichkeit. Dabei spricht er erstere als numerische
Identitat an, bei der es nur ein Ja oder Nein geben
kdnne, wahrend er die zweite auch als psychologi-
sche Identitat bezeichnet, bei der Abstufungen und
graduelle Veranderungen mdoglich seien.

° Birnbacher: Hirngewebstransplantationen und

neurobionische Eingriffe - anthropologische und
ethische Fragen. 274f,
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Die numerische Identitat ist eine logische Relation
zwischen einem Gegenstand A zum Zeitpunkt p und
dem Zeitpunkt pd Die numerische Identitat ist dann
gegeben, wenn der Gegenstand A zu den unter-
schiedlichen Zeitpunkten als ein und derselbe an-
gesprochen werden kann, auch dann wenn er einige
Veranderungen erfahren haben mag. Die numeri-
sche Identitat habe laut Birnbacher besondere
ethische Implikationen, da mit einer Veréanderung in
der numerischen Identitat eine Person zu existieren
aufhore. Statt dessen entstehe dafir eine andere
Person.

Weniger gravierend seien dagegen Verdnderungen
in der psychologischen Identitat einzuschéatzen, da
sie als Personlichkeitsveranderungen derselben
Person anzusehen seien. Die psychologische Ident
tat eines Menschen bezieht sich auf konkrete Aus-
pragungen von Gehirnfunktionen und Charakterei-
genschaften, die sich z.B. durch auf3ere Einflisse mit
der Zeit verandern. Solche Personlichkeitsveranak-
rungen beeintrachtigen im Regelfall die numerische
Identitét nicht *°. Es ist aber durchaus denkbar, dass
die Veranderungen bestimmter Auspragungen der
psychologischen Identitdt so umfangreich sein
kénnen, dass damit auch eine Veranderung der
numerischen Identitdét einhergehen wirde. Das
Verhéltnis von psychologischer und numerischer
Identitdt naher zu beleuchten, ist eine philosophisch
sehr spannende Aufgabe. Da bei der Verwendung
der hier besprochenen motorischen Neuroprothesen
allerdings nicht mit einer Verédnderung der numeri-
schen ldentitat zu rechnen ist, haben die Fragen
nach mdoglichen Verédnderungen der Personlichkeit
und ihrer ethischen Bedeutung grtéRere praktische
Relevanz.

Wenn das Gehirn als materiale Grundhge fir die
dynamischen Prozesse von Identitatsfindung und
-bewahrung im Sinne einer Astrukturierten Prozes-
sualitdtiit oder fir die Identitatsausbildung im

narrativen Vollzug einer Lebenserzéhlung angesehen
wird, scheint es plausibel, dass Eingriffe und Veran-
derungen in die materiale Grundlage auch die der
Identitét zugrunde liegenden Prozesse beeinflussen
kénnen. Unabhéngig davon, welches Identitatsver-
standnis herangezogen wird, gilt es Kriterien he-

1 Galert: Inwiefern ké nnen Eingriffe in das Gehirn
die personale Identitat bedrohen?.

11 Beckmann Menschliche Identitat und die Trans-
plantation von Zellen, Geweben und Organen tieri-
scher Herkunft.
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rauszuarbeiten, mit deren Hilfe ldentitatsverand e-
rungen identifiziert sowie bedenkliche Eingriffe von

unbedenklichen unterschieden werden kodnnen.
Dabei ist inshesondere zu bertcksichtigen, dass eine
Veréanderung der Personlichkeit zwar ethisch zu
berticksichtigen ist, aber kein Ausschlusskriterium
darstellt. So kdénnen Personlichkeitsveranderungen
akzeptabel erscheinen, wenn sie beispielsweise als
Folge eines therapeutischen Eingriffs auftreten, der
dem Patienten die Interaktion mit seiner Umwelt

wieder erméglicht'®>. Denn gerade die Interaktion

mit anderen kann als ein wesentlicher Bestandteil
von ldentitatsbildungsprozessen angesehen werden.
Fir den Einsatz BCtbasierter motorischer Neuropro-
thesen ist daher zu klaren, welche Gehirnfunktionen
oder Kombinationen von Funktionen so bedeutsam
sind, dass ihre Veranderungen zaumindest in be-
stimmten Auspragungen zu einer ethisch nicht
vertretbaren ldentitatsveréanderung fihren wirden.

Es ist zu erwarten, dass es sich um relationale
Bestimmungen handeln wird, bei denen die ethische
Bedeutung von ldentitatsveranderungen in Abhéan-
gigkeit von den zu erwartenden therapeutischen

Ergebnissen beurteilt wird.

Ethische Aspekte bei der
Informationsverarbeitung

Die von den Decodierungsalgorithmen der Interpre-
tationseinheit der motorischen Neuroprothese
verlangten Signale zur Ansteuerung der Qutput-
Komponente zu generieren, wird die neuronale
Aktivitat des Patienten veréndern. Dies ist einerseits
positiv zu bewerten, da es die Voraussetzung dafir
ist, dass die Idee zu diesem therapeutischen Ansatz
realisierbar ist. Andererseits ist dabei allerdings auch
zu fragen, ob die veranderte neuronale Aktivitat
auch 1 als unerwiinschten Nebeneffekt 1 spezifische
Funktionen des Patientenhirns veréandert. Wenn
beim Erlernen der gezielten, kontrollierten Steue-
rung der motorischen Neuroprothese andere Hirn-
funktionen verandert werden, ist sorgfaltig zu unte r-
suchen, welche Funktionen dies sind, um anschle-
Rend zu bestimmen, welche Veranderungen in
welchem Ausmal? akzeptabel sind und welche mdy-
licherweise nicht. Die in diesem Zusammenhang zu
beantwortenden ethischen Fragen sind denjenigen
zur ldentitdtsproblematik, die im vorherigen A b-
schnitt behandelt wurden, sehr &hnlich.

2 stier: Ethische Probleme in der Neuromedizin:
Identitdat und Autonomie in Forschung, Diagnostik
und Therapie.
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Anders gelagert sind dagegen die normativen Impli-
kationen, die mit der Mdoglichkeit einer falschen
Bewegungsprognose durch die Interpretationskom-
ponente verbunden sind. Durch die implizite Prog-
noseunsicherheit ist es moglich, dass die kinstliche
Extremitat in eine andere als die beabsichtigte
Richtung bewegt wird, also z.B. falschlicher Weise
nach rechts statt links. Da sich leicht Szenarien
ausmabhlen lassen, in denen dies schwerwiegende
Konsequenzen auch fur Dritte hatte, ist die Frage
nach der Verantwortlichkeit fir solche Handlungen
zu klaren. Werden mittels motorischer Neuroprothe-
sen Handlungen ausgefihrt, dieauf falschen Inter-
pretationen der abgeleiteten Signale beruhen, ist
zunachst fraglich, wer fir die resultierenden Folgen
verantwortlich ist. Wird die Prothese als integraler
Bestandteil des Patienten angesehen, wird man
auch bei fehlerhafter Interpretation der Informati o-
nen den Patienten fur verantwortlich und haftbar
halten missen. Es ist allerdings auch denkbar den
Hersteller der Prothese oder den Programmierer des
nur bedingt zuverlassigen Algorithmus fir verant-
wortlich fur die entsprechende Aktion zu halten. Der
technische Imperativ, die Prothese mit allen ihren
Komponenten und auch des Decodierungsalgorit-
musb so zuverl?ssig zu gestalten wie meglich, ist
selbstverstandlich. Daraus resultiert die Aufforde-
rung, den am besten geeigneten Ableitungsort zu
identifizieren. Um etwaige kognitive Kontroll- und
Vetoinstanzen bei der Signalgenerierung und -
modulation durch die Prothese nicht zu umgehen,
sondern im Gegenteil gerade so umfangreich wie
moglich mit zu beriicksichtigen, kdnnte es erforder-
lich sein, so Aieffi wie m°glich im Hirn abzuleiten.
Die Elektroden missten dann an Stellen platziert
werden, die hinter diesen Regulierungsmechanismen
liegen und nach Mdglichkeit nur noch den motori-
schen Impuls elektrisch kodieren. Allerdings ware es
illusorisch, vollstandige Fehlerfreiheit zu fordern. Zu
fragen ist daher, wie mit der verbleibenden Unsi-
cherheit umzugehen ist. Mdgliche Fehlfunktionen
sind allerdings kein Spezifikum von Neuroprothesen,
sondern bei technischen Geraten prinzipiell unver-
meidbar. Ein etabliertes Verfahren mit mdoglichen
technischen Fehlfunktionen und der damit verbu n-
denen Geféahrdung umzugehen, ist die Einfihrung
einer Versicherungspflicht, wie sie bei Kraftfahrzeu-
gen realisiert ist, um drohende negative Auswirkun-
gen soweit wie mdglich abfedern zu kénnen. Neben
der technischen Optimierung der Gerate, die aller-
dings Unsicherheit nicht vollstandig beseitigen kann,
ist zu klaren, welche Gefahren vom Einsatz der
Prothesen und deren mdglichen Fehlfunktionen
ausgehen und ob sie als so gravierend eingeschatzt
werden, dass eine solche Pflichversicherung angeb-
racht erscheint. Ist beispielsweise die korperliche
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Integritdt oder sogar das Leben Dritter durch den
Einsatz BClbasierter Neuroprothesen bedroht?

Ethische Aspekte bei der
Informationsumsetzung

Damit die abgeleiteten und interpretierten bioelekt-

rischen Signale fur die Steuerung und Kontrolle
einer Output-Komponente verwendet werden kon-
nen, missen diese Informationen zum Endgerat
Ubertragen werden. Die wohl komfortablere und

auch weniger infektionsanféallige Variante einer
kabellosen Ubertragung beinhaltet ein gewisses
Missbrauchspotential. Mittels einer Fernbedienung
mit den entsprechenden Frequenzbereichen kdnnte
es fur Fremde moglich sein, die Prothese Uber
externe Impulse ohne Autorisierung anzusteuern,

um die resultierende Aktion falschlicher Weise dem
Patienten zuzurechnen. Dass dies dem Respekt vor
der Selbstbestimmung des Patienten widersprache,
liegt auf der Hand. Eine technische Ldsung, einem
solchen moglichen Missbrauch vorzubeugen, kénnte
sein, bestimmte Frequenzbereiche fur Funkverbin-

dungen in medizinischen Anwendungen zu reserve-
ren.

Fir die ethische Beurteilung einer militarischen
Nutzung von BCls ist zu klaren, in wie weit sich die
Wissenschaft zum Komplizen militdrischer Zielse-
zungen macht, wenn die Forschung aus dem Vertei-
digungsetat oder von Rustungsunternehmen finan-
ziert wird. Die Ansteuerung militarischer Gerate
verweist allerdings auch auf die im Kontext der
Informationsumsetzung zentrale Frage, welche
Gerate Uberhaupt als ausfihrende Komponente
vertretbar sind.

Als ein erstes mdogliches Unterscheidungskriterium
kann auf unterschiedliche Zielsetzungen rekurriert
werden, die mit der artifiziellen Extremitat erreicht
werden sollen. Die (partielle) Widerherstellung
verlorener motorischer Funktionen, erscheint fir den
Einsatz von BCl-basierten motorischen Neuroprothe-
sen dabei als eine ethisch unstrittige Zielsetzung, die
mit dem &rztlichen Auftrag zu heilen und zu helfen
abgedeckt ware. Es ist allerdings zu erwarten, dass
der Einsatz der Technik fur Ziele, die tber die The-
rapie hinaus weisen und eine Verbesserung der
menschlichen Konstitution Uber ihr NormalmafR
hinaus anstreben, sei es durch die Steigerung be-
reits vorhandener Fahigkeiten, oder durch die Ein-
fuhrung vollig neuer, spezies-untypischer Fahigke-
ten, zu einer ahnlich kontroversen Diskussion fuihren
wird, wie dies in anderen Handlungsfeldern des
Enhancements bereits der Fall ist. Daher wird auch
fur die Ausgestaltung von artifiziellen Extremitaten

Jens Clausen
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und anderen Ausgabegeraten, die in motorischen
Neuroprothesen eingesetzt werden konnten, zu
klaren sein, wie diese zu konzipieren sind und wo
die Grenze zwischen vertretbarem und nicht mehr
vertretbarem Einsatz zu ziehen sein wird",

Ubergeordnete ethische Fragen
der motorischen Neuroprothetik

Neben den besprochenen ethischen Agekten, die
sich den einzelnen Komponenten einer BM}
basierten Neuroprothese attribuieren lassen, gilt es
zusatzlich auch Fragen zu klaren, die sich nicht einer
einzelnen Komponente zurechnen lassen, da sie die
motorische Neuroprothese als Ganzes betreffen
Dazu gehoren insbesondere der Fragenkomplex zur
Forschungsethik, der die Voraussetzungen fir die
Vertretbarkeit einer Erforschung der BMI-basierten
motorischen Neuroprothesen behandelt, so wie
derjenige zur Grenzziehungsfrage, wie viel Techn-
sierung der Mensch tberhaupt vertragt.

Forschungsethik

Zu den zentralen Fragen der Forschungsethik ge-
hort, wer Uberhaupt als Versuchsperson fir die
Erforschung dieser medizintechnischen Innovationen
in Frage kommen wiirde. Die Uberlegungen zu den
komponentenspezifischen Fragestellungen machen
sehr deutlich, dass sich dieser innovative Fa-
schungszweig noch mit sehr vielen offenen Fragen
konfrontiert sieht. Die in der Grundlagenforschung
im Tierexperiment gewonnenen Ergebnisse lassen
auf einen moglichen medizinischen Nutzen hoffen,
allerdings sind die damit verbundenen Risiken noch
nicht hinreichend untersucht. Aufgrund der unklaren
Risikolage und den mdoglichen physiologischen und
funktionalen Veranderungen durch den Eingriff ist
von einer Erprobung invasiver Verfahren bei gesun-
den Probanden abzusehen. Eine besondere Pro-
lemkonstellation ist bei Patienten mit Locked-in-
Syndrom zu beriicksichtigen. Dieses Patientenkolld-
tiv gehort zwar zu der Hauptzielgruppe, fur die
motorische Neuroprothesen Uberhaupt entwickelt
werden, allerdings ist hier die mangelnde Einwilli-
gungsmoglichkeit der ausschlaggebende Aspekt.
Durch die vorhandenen kognitiven Fahigkeiten, wird

13 Inwiefern die Natur des Menschen dabei behilflich
sein kann vgl. Clausen: Verbesserung der menschi-
chen Natur zwischen anthropologischer Konstante
und Transzendierung des Humanum.
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man Locked-in-Patienten kaum als e/nwilligungsun-
fahig bezeichnen kdnnen, da ihnen aber bei ent-

sprechend weit fortgeschrittenem Krankheitsbild die

Kommunikationsahigkeit fehlt, ist es fur diese

Patienten unmdoglich, eine etwaige Einwilligung oder
Ablehnung mitzuteilen. Ein mdglicher technischer
Ausweg ware, diesen Patienten mittels nicht-
invasiver Ableitungen und der Ansteuerung eines
Buchstabierungsprogramms ein gewisses Mal} an
Kommunikationsfahigkeit zu erméglichen, um dann
auf diesem Wege die Einwilligungsfrage klaren zu
kdnnen. Da auch fiur diese MaRhahme die Zustim-
mung des Patienten erforderlich ist, er diese aber
nicht selber geben kann, sollten auch nicht-invasive
Ableitungen nur dann durchgefuhrt werden, wenn

sie dem mutmaRlichen Willen des Patienten entspre-
chen. AnschlieRend ist dann eine direkte Kommurni-
kation mit dem Patienten Uber bereits erfolgte und

etwaige weitere Eingriffe moglich.

Allerdings erscheint die Erprobung auch bei wieder-
hergestellter Kommunikationsféahigkeit nicht unprob-
lematisch. Wie bei anderen gelahmten Patienten
auch ist hier ihre Vulnerabilitdt besonders zu beach-
ten und bei der Frage nach der Freiwilligkeit einer
Entscheidung zu bertcksichtigen. Zwar schliel3en
diese Uberlegungen eine Erforschung der hier
diskutierten motorischen Neuroprothesen nicht
grundsatzlich aus, allerdings erscheint ein anderes
Patientenkollektiv zum gegenwartigen Stand der
Entwicklung besser geeignet. Zu denken ist hier an
Patienten, die aus anderen, beispielsweise diagro-
stischen Griinden, ohnehin eine Elektrode implan-
tiert bekommen miissen®. Diese Patienten scheinen
derzeit die am besten geeigneten Versuchspersonen
zu sein. Denn ihnen wirde durch die Teilnahme an
einem Experiment zur Erforschung motorischer
Neuroprothesen wohl das geringste zusatzliche
Risiko entstehen. Zwar ist die Gruppe dieser Patien-
ten sehr klein, aber fir die Klarung der ersten
aktuellen Fragen sind diese Patienten i ihre aufgek-
larte und freiwillige Zustimmung vorausgesetzt i am
besten geeignet. Allerdings ist in diesem Kontext zu
ki2ren, ob die in Kapitel AEthische Aspekte bei der
Informationsverarbeitungfi angesprochene ver2nder-
te neuronale Aktivitdt und die damit méglicherweise
verbundene Veranderung spezifischer Funktionen
des Gehirns fur diese Patienten ohnehin gilt. Wenn
die Veranderung der neuronalen Aktivitat bei diag-
nostischem Einsatz der Elektrode nicht zu beobad-
ten ist sondern nur aus der spezifischen Anwendung

14 Ball et al.: Towards an implantable brain-machine
interface based on epicortical field potentials. 757.
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in motorischen Prothesen resultiert, ist auch fir
diese Patienten ein erhohtes Risiko zu bedenken,
Uber das sie zumindest aufgeklart werden mussen.

Wie viel Technisierung vertragt der Mensch?

AbschlieRend sollen zukunftsweisende Uberlegugen
zu einer moglichen Grenzziehung angestellt werden.
Zwar nutzt der Mensch seit jeher technische Hilfs-
mittel, um sich gegen die aus den Umgebungsbe-
dingungen resultierenden Widrigkeiten zu behaup-
ten’®>. Motorische Neuroprothesen fiigen sich in
dieser Hinsicht bruchlos in diese Linie technischer
(Um-) Weltgestaltung ein. Allerdings stellen sie
dartber hinaus auch einen weiteren Schritt hin zu
einer unmittelbareren Verbindung zwischen Mensch
und Technik dar, in dem die Technik dem Menschen
immer naher kommt und sogar im biologischen
Gewebe implementiert wird. Die Grenze zwischen
Mensch und Technik war bisher scheinbar klar zu
ziehen, sie verliert allerdings zunehmend ihre Kontu-
ren, wenn Mensch und Technik immer enger inei-
nander greifen. Die Frage, wie viel Technisierung
der Mensch vertragt, thematisiert eine mogliche
Grenze fur die Technisierung des Menschen, und
wie diese gegebenenfalls gefunden werden kann.
Fur diese Fragestellung gilt es, eine Kriteriologie zu
entwickeln, mit deren Hilfe sich die Frage nach einer
moglichen Grenzziehung hinsichtlich der Technise-
rung konkreter adressieren liel3e. Dabei ist es un-
wahrscheinlich, dass die Quantitat, die reine Anzahl
verwendeter implantierter technischer Geréte dafir
ausschlaggebend sein kann. Ob eine Grenzziehung
Uber das Kriterium der Qualitat der technisch ersetz-
ten Funktionen aussichtsreicher ist, bedarf weiterer
Untersuchungen. Dabei ist ein Rekurs auf unser
Konzept, was ein menschliches Wesen ist, und was
zur Natur des Menschen gehdrt ein viel verspre-
chender Zugang fir diese Grenzziehungsfrage.
Dabei ist insbesondere die zentrale Einsicht der
philosophischen Anthropologie des 20. Jahrhunderts
(Scheler, Plessner, Gehlen) in den Doppelcharaktet®
des Menschen zu berucksichtigen. Dem Menschen
ist seine Natur nicht nur vorgegeben, sondern er ist
von &aturd ein Kulturwesen, dem seine Natur
gleichzeitig aufgegeben ist. Was diese Einsicht im

!5 Clausen: Zur Bedeutung der Natur des Menschen
und seiner Verantwortung im Umgang mit Macht
und Ohnmacht am Beispiel biotechnischer Innova-
tionen.

16 Engels: Natur und Menschenbilder in der Bioethik
des 20. Jahrhunderts. 19f.
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Kontext der Technisierung des Menschen an norma-
tivem Gehalt entwickeln kann, ist ndher zu untersu-
chen. Denn die Grenzziehungsfrage scheint ohne
den Bezug auf ein normatives Menschenbild und die
Konkretisierung derjenigen Aspekte des Menschen,
die als werthaft erachtet werden nur schwer bean t-
wortbar zu sein.

Zusamm enfassung

Die Entwicklung einer funktionalen Gehirn-
Computer-Schnittstelle zur Ansteuerung artifizieller
Extremitaten erscheint als ein innovativer For-
schungszweig, der grofl3e Hoffungen auf die Realise-
rung einer motorischen Neuroprothese zur Behand-
lung gelahmter Patienten weckt. Die im Kontext von
Erforschung und Entwicklung zu klarenden ethischen
Aspekte, verstehen sich keineswegs als grundsatz+
che Kritik, sondern sollen vielmehr diejenigen Fra-
gen benennen, die im Zuge des technischen Innova-
tionsprozesses zu bericksichtigen sind, um eine
moglichst nachhaltige, ethisch vertretbare Etablie-
rung von BMI-basierten motorischen Neuroprothe-
sen zu ermoglichen. In diesem Sinne erscheint die
Entwicklung von Gehirn-Computer-Schnittstellen als
ein sehr viel versprechender Ansatz, der mit Blick
auf die mdglichen Therapieoptionen weiter erforscht
werden sollte. Daher sollte die Forschung in diesem
Bereich mit Bedacht, unter Beriicksichtigung der
genannten ethischen Fragen weiter vorangebracht
werden.
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Abstract:

In the following text, medical, anthropological and ethical issues of deep brain stimulation, a medical technol-
ogy in which electrodes implanted in the human brain electrically influence specified brain regions, will be
discussed. After a brief account of the deep brain stimulation procedure and its chances and risks, anthrop o-
logical and ethical aspects of the approach will be discussed. These relate to the reversibility of the procedure
and to the patient& capacity to control the effects it exerts in the brain, to modifications and fluctuations in a
person® character traits and individuality brought about by neurostimulation, and to the range of legitimate,

adequate uses of the deep brain stimulation approach. The paper concludes that deep brain stimulation
should be confined to therapeutic contexts and to severe, otherwise treatment -refractory disorders in which
the aim is to normalize brain functioning. Apart from this, it should not be used to modify a person® individ u-
al character traits and behaviour or to enhance human traits.
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During the past few years, our knowledge of the

structure and function of the human brain has

increased considerably, and this has prompted the
development and use of new therapeutic strategies,

among them technological procedures such as
Information and Communication Technology im-
plants (ICT implants) for the human brain. * These
include direct brain computer interfaces (BCIs)
which allow brain signals to be used for communica-
tion and control of movement. Apart from non -
invasive approaches such as the sccalled thought
translation device, which is a biofeedback communi-
cation system used by locked-in patients, invasive
brain computer interfaces are currently being devel-
oped which aim at enabling the brain to ex ert direct
motor control. In animal experiments using micr o-
electrode arrays implanted in the motor cortex, it

has been possible to control movements merely by
fthinking them through.o A related research strategy
aims at developing implantable brain chips called
fiartificial hippocampuso that in several yearsdtime
might serve to restore memory in patients with

Alzheimer® disease or stroke and that may even be
used to enhance memory in fnormal persons.o

Another field which has drawn enormous clinical
interest of late is the use of deep brain stimulation
techniques in which electrodes implanted in the
human brain electrically influence specified brain
regions. Until now, this promising technology has
mainly been used in the treatment of Parkinson&
disease and other movement disorders. Apart from
its successful application as a therapeutic approach
to treating Parkinson& disease, an intense and
controversial discussion is currently being conducted
as to whether or not neurostimulation should be
used in particular cases of severe and treatment-
refractory neuropsychiatric disorders such as obses-
sive-compulsive disorder (OCD).

The deep brain stimulation (DBS) procedure raises
enormous hopes for individual patients suffering
from severe diseases. However, the approach also
involves considerable risks, and in light of the fact
that it exerts a direct technological influence on the

human brain, this being the organ which dete r-
mines, like no other, a person& entire physical and
mental existence, it poses complex anthropological
and ethical questions. Concerning the individual
patient, aspects to be discussed include possible
benefits and risks of the procedure, especially issues
that relate to claims that it is reversible and that the

1 ¢f. Hildt 2005
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consequences of DBS can be catrolled. Possible
modifications in a patient's character traits brought
about as a result of the procedure are also an issue
of critical inquiry. More general issues subject to
anthropological and ethical reflection relate to
implications which the direct interplay between man,
brain and technical devices might have for our
conceptions of human identity and authenticity.

In the following, medical, anthropological and
ethical issues of neurostimulation will be discussed,
starting with a brief account of the deep brain
stimulation procedure.

Deep brain stimulation i the

procedure

Until now, deep brain stimulation has mainly been
used in patients with idiopathic Parkinson's disease,
a slowly progressing neurodegenerative disorder
characterized by resting tremor, bradykinesia,
muscular rigidity and gait disturbances. Neurostimu-
lation aims at providing symptomatic relief in p a-
tients with Parkinson& disease and other movement
disorders who are medically refractory to standard
treatments.?

In this new and promisin g technology, an electrode
lead with four electrode contacts is implanted bila t-
erally in the subthalamic nucleus under stereotactic
conditions. The electrode lead is connected via wires
which run subcutaneously to a battery-driven,
programmable pulse generator placed below the
clavicle. The implantation of the electrode is per-
formed while the patient is awake to allow testing

for optimal electrode placement and exclusion of
adverse effects using microelectrode stimulation.
After the implantation has been completed, the
pulse generator is programmed to adjust the ele c-
trode system to the individual patient®& needs by
specifying which electrode contacts are to be used
and by optimizing the various stimulation param e-
ters such as pulse width, frequency and amplitude
of stimulation. The DBS approach calls for intense
post-operative care which involves multiple sessions
for device adjustments and medication manage-
ment.?

2 Okun & Foote 2004; Rosenow et al. 2004; Benabid
et al. 2005; Gharabaghi et al. 2005

3 Andrews 2003
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By effecting chronic bilateral stimulation of the
subthalamic nucleus in patients with Parkinson's
disease, considerable improvement of motor symp-
toms and a reduction in medication dosages can be
achieved. Best results have been obtained in pa-
tients with idiopathic Parkinson& disease who show
no cognitive difficulties and who have preserved a
good response to L-Dopa but manifest side-effects
due to long-term L-Dopa treatment.* The scientific
community has no good understanding of the
mechanism which underlies the positive effect of
DBS in Parkinson® disease, however.®

The surgery also involves significant risks. These
include intracranial hemorrhage in cases where
blood vessels are punctured by microelectrodes or
the DBS lead, which may cause strokes or stroke-
like symptoms, infection, various neurological prob-
lems, depression, memory problems and psychiatric
and/or behavioural symptoms. Other problems can
arise if the lead migrates or an electrode, connecting
wire or impulse generator needs to be replaced.®

In addition to excellent motor benefits brought

about by DBS in patients with Parkinson& disease,
various negative neuropsychological consequences
of the procedure have been reported. Although DBS
usually involves no global cognitive or intellectual
deterioration, mild cognitive impairments such as
diminished verbal fluency and/or behavioural
changes that seem to be comparatively rare and
mostly transient have been observed. In individual

cases, pronounced modifications in mood and
behaviour have been reported, however.” In partic u-
lar, elderly patients with advanced Parkinson&
disease are at risk for cognitive impairment. Neur o-
psychological changes observed in these patients
include significant declines in working memory,
speed of mental processing, bimanual motor speed
and co-ordination, set switching, and declines in
verbal learning, visual learning and memory. In

addition, changes in mood and personality, espe-
cially frontal-lobe-related personality changes, have

* SaintCyr et al. 2000; Okun & Foote 2004;
Funkiewiez et al. 2004; Rosenow et al. 2004;
Benabid et al. 2005
5 Garcia et al. 2005

6 Andrews 2003; Umemura et al. 2003; Okun &
Foote 2004; Rosenow et al. 2004

" Funkiewiez et al. 2004
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been observed?® At present it is not known whether
the neuropsychological effects of DBS are reversible
or not.?

Several clinical sudies are currently investigating
whether DBS might have a positive effect on treat-
ment-refractory cases of neuropsychiatric disorders
such as obsessivecompulsive disorder!® Patients
with obsessive-compulsive disorder (OCD) are
tormented by obsessions which dominate their lives
and impose inflexible rules on them. Although
hypotheses have been made concerning dysfurc-
tions in neural circuits connecting the frontal lobe
and the basal ganglia (fronto-striatal-pallidal-
thalamic-frontal loops), the neurobiologi cal basis of
OCD is not well understood.

When used for OCD, DBS entails stimulation of the
anterior limbs of the internal capsules or the ventral
caudate nucleus. Until now, this strategy has been
used in a very limited number of patients with
severe, chronic, treatment-refractory OCD. In most
of the patients studied so far, a positive effect of
DBS on psychopathology and neuropsychological
functioning has been reported. In most of the
studies, the procedure has evidenced no deleterious
impact or any major adverse or harmful conse-
quences on the personality of the patients in-
volved.™ In one case, a patient is reported to have
suffered from DBS-induced panic and anxiety."?

Other uses of the neurostimulation technology
include hypothalamic deep brain stimulation as a
treatment for intractable chronic cluster headache
and vagus nerve stimulation in epileptic patients
with treatment -refractory partial -onset seizures® In
addition, vagus nerve stimulation is currently under
investigation in patients with major depre ssive

8 Saint-Cyr et al. 2000; Funkiewiez et al. 2004
® Saint-Cyr et al. 2000; Bejerot 2003

10 Gabriéls et al. 2003; Aquizerate et al. 2004;
Rauch et al. 2006

' Gabriéls et al. 2003; Aquizerate et al. 2004;
Cosgrove 2004

12 Shapira et al. 2006

13 Andrews 2003; Schoenen et al. 2005
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episodes™ in order to find out whether there is an
anti-depressant effect of vagus nerve stimulation.

Direct interaction of man, brain
and machine T some
anthropological and ethical
aspects

Without a doubt, computers and other technical
devices are part and parcel of modern everyday life.
Technical instruments also constitute a crucial
dimension of modern medicine. Recent develop-
ments in neurotechnology which involve direct
interactions between man and machine clearly have
to be discussed against this background.

As opposed to the customary, traditional use of tools
and technical instruments such as drills, computers
and MP3 players and in contrast to external medical
devices such as eyeglasses and hearing aids, neuo-
technological instruments used for neurostimulation
and other purposes are technical tools which enter
the human body and affect it directly. In deep brain

stimulation, an electrode is implanted in a specified
region of the human brain, with subcutaneous wires
connecting the electrode to an impulse generator
implanted below the clavicle. The medical use of this
technology has been facilitated by the availability of
small high-performance computers and other small,
biocompatible devices.

Although analogies can undoubtedly be drawn
between the normal use of external tools, com-
puters and other technical instruments and the use
of "tools" incorporated into the human body, a

crucial distinction must be made here: whenever a
ftoolois integrated into the human body 1 especially
into the part of th e body which is so central to an
individual's personality and overall existence, i.e.,
the brain 7 the distinction normally drawn between

tools and the subject who use them is blurred. What

is particularly important in this context is the fact

that in cont rast to modifications of other parts of the

human body, modifications of the brain effected by

direct integration of technical tools might subject the

persons involved to alterations of individual traits.

In the following, implications of DBS resulting fro m
the direct integration of technical tools into the
human brain will be discussed.

14 Nahas et al. 2005
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What about the capacity to control the effects
of neurostimulation?

An aspect of enormous importance relates to the
question as to whether and/or to what degree it is
possible to control the effects of electrodes on a
patient® brain, i.e. as to what influences electrodes
have on a patient® physical and mental traits. In
this context, issues concerning the reversibility or
irreversibility of the effects brought about by th e
treatment play an important role, as does the ind i-
vidual® ability to exercise control over these influ-
ences.

Clearly, DBS is a form of therapy less reversible than
pharmacological forms of treatment in which ad-
verse or unforeseen effects of medication can be
modified without undue hardship T although even
pharmacological treatment modalities may not be
totally reversible on a molecular level. Nevertheless,
DBS is quite a flexible procedure compared to
classical surgical approaches. Unlike traditional
psychosurgery which aims at leasioning a specified
brain region®, neurostimulation only aims at exert-
ing an electrical influence on the brain.

In neurostimulation, it is principally possible to

adjust the electrode system to the individual patient.

By programming the pulse generator, it is possible
to modify the stimulation protocol and to adjust

stimulation in accordance with the individual needs
of the patient, the course of disease or other nece s-
sary modifications. One should not ignore the fact,
however, that adjusting such devices is a complex,
time-consuming procedure with manifold limitations.
It may not be possible to achieve optimal therape u-
tic success, electrode stimulation may cause certain
negative effects, etc. To be sure, in cases of severe
and long-lasting problems, one does have the option
of switching off the electrode or explanting the

whole system.

Compared to less invasive approaches, neurostinu-
lation is clearly not a completely reversible proce-
dure, however. DBS involves stereotactic surgely,
which entails structural modifications of the brain 1
albeit limited ones 1 caused by macroelectrode
implantation as well as manifold risks for brain
lesions. Currently no one knows how far neu-
rostimulation involves adverse, irreversible, long-
term effects resulting from chronic stimulation. In
particular, it remains to be investigated whether the

15 ¢f. Bejerot 2003
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negative neuropsychological effects observed after
DBS are reversible or not.*®

Adverse effects, especially if they are irreversible,
may not only modify a person's individuality, but
also significantly reduce her well-being and auton-
omy. In sum, a person using DBS is strongly de-
pendent on the electrode system. In order to allow
the patient to control his overall situation as far as
possible, it is necessary to have a specialist team
available 24 hours a day and 7 days a week which is
able to adjust, repair and (re)programme the sy s-
tem if problems, malfunction or deviations arise.
The person®& quality of life, her motor performance,
her general mood and her overall psychical situation
may depend to a high degree on how well the
technical device functions. Disturbances, problems
and malfunctioning of the electrode system have a
direct impact on the individual.

Madifications and fluctuations in personality
traits

In evaluating various neurostimulation procedures,
the possibility that they might effect modifications in

a person& behaviour, mental characteristics and
personality plays an important role. On the one
hand, psychomodulations or modifications in behav-
iour may be inherent to the therapeutic procedure;

on the other hand, they may develop unintentionally

in the form of unwanted or unexpected side -effects.
Such psychomodulations pose manifold medical,
philosophical and ethical questions as regards the
personality, personal identity, individual responsibil-
ity, autonomy, authenticity and self -perception of
the person involved.'” They also have complex
implications for a person®& individual, familial and
social life.

Unlike other forms of therapy, deep brain stimul a-
tion involves direct modifications of a person&
characteristics which can be brought about almost
instantaneously. The person& fimode of existenced
might be dependent on whether the electrode is
activated or not. The following examples serve to
illustrate this capacity of DBS to abruptly alter
personality traits. In their publication on DBS in
patients with OCD, Gabriéls et al'® describe the

16 saint-Cyr et al. 2000, Bejerot 2003
7 ¢f. Hildt 1999

18 Gabrigéls et al. 2003, 279
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case of a woman who showed positive results after
successful DBS. They state that "when stimulation
was switched off she almost instantaneously be-
came anxious and in great distress again".
Funkiewiez et al. report on a woman with Parkin-
son®& disease characterized preoperatively by fluc-
tuations in mood which manifested themselves in
concurrence with her motor symptoms. After deep
brain stimulation improved the symptoms signifi-
cantly, the authors described the patient& situation
as follows:™® "When stimulation was deactivated for
motor evaluation, the patient immediately felt
overwhelming sadness, dissolved in tears, and
experienced a progressive reappearance of severe
parkinsonism. When describing the impact of treat-
ment, she said: &f stimulation is switched off, | am
dead; when on, | am alive. With medication on top,
it's happiness and well being.6 In the case of a
woman with significant positive results after DBS for
OCD, her hushand stated?® &hen stimulation is
switched ON, she changes and improves suddenly,
but we (he and her children) don't have a similar
button that can be pressed to adapt at once to this
new person.®

Undoubtedly these cases all show very good thera-
peutic success; they all involve considerable and
highly welcome improvement of symptoms brought
about by DBS. On the other hand, they underline
the intensive and direct interaction between the
patient and the electrode system and the extreme
situation the patient finds himself in, being eno r-
mously dependent on stimulation. Motor perfor m-
ance, mood and personality may be perceived and
interpreted as relying highly on the technical sys-
tem, i.e. on an external component which exerts
direct influence on the person's brain. This may lead
to the impression of being i in one®& essence i
manipulated by the electrode system.

In light of such fluctuations, questions concerning
personal identity and the individuality of the patients
involved may arise. In which condition is the person
really "herself,” the authentic person she considers
herself to be? When the electrode is switched on or
when it is switched off? Manifold difficulties in
adapting to the different "mode s of existence" may
arise. Not only the patient involved but also the
whole family has to cope with these abrupt changes
in character traits that may occur when the ele c-

19 Funkiewiez et al. 2004, 837

2 Gabriéls et al. 2003, 278
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trode is switched on or off or when there are vari a-
tions in the stimulation protocol.

Beneficence, nonmaleficence, and autonomy

Deep brain stimulation is a promising technology
that in principle can be used in manifold contexts.

But which uses of the procedure can be considered
adequate ones? In order to find an answer to that

guestion, let me argue on the basis of the principle -
based approach developed by Tom Beauchamp and
James Childress®

With regard to beneficence and nonmaleficence, the
risk-benefit-ratio of the procedure is crucial. As
discussed above, the surgical procedure bears
considerable risks. Only those uses in which a
therapeutic benefit might reasonably be expected
and in which the (expected) benefits clearly ou t-
weigh the risks can be considered acceptable. That&®
why it should be confined to severe chronic disor-
ders the pathophysiological basis of which is known.
Otherwise, the hope for therapeutic benefits might
prove to be pure speculation. In general, before
DBS is chosen as a treatment by an individual
patient, all other less invasive treatment options
should have been taken into consideration.

Apart from these medical aspects: Is a person
harmed by the incorporation of technical devices
into the brain? Manifold concerns, fears and fanta-
sies stem from the option to integrate computers
and other technical instruments into th e brain and
other parts of the human body. These involve
aspects such as the technicalization of the human
body, the encouragement of a reductionist, techn o-
logical view on human beings, the fear of losing
human identity, and speculations relating to cyborg s
(cybernetic organisms).?

Undoubtedly, all these concerns i which unequivo-
cally reveal that there are ethical limits to the
amount and range of human body parts to be
substituted by technical devices i need broad and
intense interdisciplinary discussion. However, the
decisive criterion in DBS is not the fact that a tech-
nical device, i.e. an electrode, is being implanted
into the human brain, but the question of whether
the device is able to perform more or less the same
function as the formerly intact, now degenerated or
otherwise dysfunctional neurons do. From the point

2 Beauchamp & Childress 2001
%2 Hildt 2005

Elisabeth Hildt:

of view of functionalism, electrode stimulation
merely serves to normalize brain function.

This points at another aspect of central relevance:
the respect for autonomy of the person involve d. In
part, concerns and fears related to neurostimulation
clearly originate from the perceived power of this
technology to modify a person& character traits and
individuality 7 and to do so even against that per-
son® will. Also science-fiction ideas of persons being
externally controlled by other persons or by com-
puters may be seen against this background. So, for
autonomy reasons neither the implantation of the
electrode device nor any modification in the stimul a-
tion protocol should be done without having ob-
tained the patient& free and informed consent. DBS
should be confined to therapeutic contexts and to
severe, otherwise treatment-refractory disorders in
which the aim is to normalize brain functioning.
Apart from this, it should not be used to modify a
person& individual character traits and behaviour or
to enhance human traits.

Conclusion

Deep brain stimulation is a new and promising
approach. Especially in patients with Parkinson&
disease who had been previously treatment-
refractory, significant improvements in symptoms
have been brought about.

There are several problematic issues that call for
further discussion, however. First of all, a detailed
assessment of the clinical benefits and the adverse
effects of this invasive procedure, especially on a
long-term basis, is required. With regard to the
individual patient involved, it is absolutely necessary
to carefully analyze his situation, to evaluate the
chances and risks of the DBS procedure and to seek
the patient® free and informed consent. In neuro-
psychiatric disorders where judgement is impaired,
manifold problems arise when it comes to attempt-
ing to obtain the patient® free and informed consent
to this surgical procedure.?® Before undergoing DBS,
all other less invasive options available shoud have
been taken into consideration. This is especially true
as concerns disorders such as OCD. As far as this is
concerned, DBS is at present highly investigational
and there is currently enormous uncertainty as to
possible benefits and harms.

% cf. Comité Consultatif National dd&thique (CCNE)
2003
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In view of the considerable risks and the inherent
capacity of this technology to modify a person&
character traits, the use of DBS should be restricted
to severe disorders whose pathophysiological basis
is well known and which are otherwise treatment -
refractory.
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Abstract:
Titel: Genetic Information: Privacy and Availability

The use of genetic information about a patient may cause serious concern within the discourse on informa -
tional privacy. In our article we would like to discuss a positive example of a diagnostic use of genetic infor-
mation in the field of molecular genetics. With regard to this example we will discuss the question who owns
the genetic information to determine who should decide which data is to be stored or deleted. We will use a
Kantian concept of property in order to show that the genetic information in the example given is to be
considered the property of the patient. We shall argue, that the information should be considered as a part of
the medical sphere, which is to be informational ly sealed. Although we present hereby a theoretical frame-
work for a design of an appropriate information infrastructure, we will finally point out to the high costs of
such an infrastructure.
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Einleitung

Angesichts der zunehmenden Verfugbarkeit von
genetischen Informationen, worunter wir im Folgen -
den Aussagen Uber die genetische Anlage von In
dividuen verstehen wollen, wurde bereits das A=nde
der Privatheitfi diagnostiziert." Dabei wird in vielen
Fallen von einer umfangreichen Kenntnis der geneti-
schen Disposition eines Individuums ausgyegangen.
In der Praxis kann sich das Interesse jedoch auf
einen kleinen Ausschnitt beschréanken.

In unserem Beispiel geht es um den Genotyp von
Rezeptoren an den Nervenzellen im Gehirn des
Patienten. Wenn wir im Folgenden auch abkurzend
den Ausdruck AGenotypfi verwenden, so ist hiermit
stets nur die Bestimmung des Genotyps eines Re
zeptors gemeint. Mit Agenetischer Informationfi
bezeichnen wir das Ergebnis eines Testverfahrens
mit dem dieser Genotyp bestimmt wird, ? indem z. B.
das Vorhandensein einer bestimmten Basenkette
uberpriift wird. ®

Wir werden das Beispiel vor dem Hintergrund der
Sphérenauffassung der informationellen Gerechtig-
keit diskutieren, die von M. J. van den Hoven (1999)
entwickelt und in letzter Zeit von M. Nissenbaum
(2004) aufgegriffen wurde. Diesen Ansatz werden
wir mit einer Kantischen Konzeption von Eigentum
verbinden.”

! So z. B. der programmatische Titel von Bruen
(1999).

2 Ahnlich: Spinello (2006: 213).

3 Zwar setzt die Durchfilhrung eines solchen Ver
fahrens eine Gewebeprobe des Patienten voraus,
jedoch liegt das Hauptaugenmerk in diesem Ar-
tikel auf dem Testergebnis.

* Zur Kritk an dem Schutz von Privatheit durch
Eigentumsanspriiche im Allgemeinen vgl. Nagen-
borg (2005: 163ff.). - Mit der Wahl des kantischen
Eigentumsbegriffs wollen wir nicht behaupten,
dass diese spezielle Konzeption von Eigentum die
einzig mogliche und fir unseren Gegenstand die
beste aller Optionen sei. Da aber eine differen-
zierte Auseinandersetzung mit den verschiedenen
Eigentumsbegriffen den Rahmen dieses Beitrages
sprengen wirde, haben wir uns dazu entschieden,
durch die explizite Bezugnahme auf eine bestimm-
te Position zumindest unsere Prémissen deutlich
zu machen, um nicht den Eindruck zu erwecken,
dass ein gemeinsames Verstandnis vorausgesetzt
werden kann.
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Wir wollen zeigen, dass die Informationsethik

durchaus Konzepte anzubieten hat, welche es
ermoglichen, geeignete Rahmenbedingungen fur die
Verwendung von genetischen Informationen zu for -

mulieren. Entsprechend gestaltete Informations-

und Kommunikationstechnologien kénnten sogar da-

Zu beitragen, zur Zeit bestehende Interessenskon-

flikte zu l6sen. Allerdings mochten wir auch darauf

hinweisen, dass die angemessene Gestaltung dieser
Technologien sowie der notwendigen juristischen

Rahmenbedingungen sehr aufwendig ist. Insofern

sollten potentielle Kosteneinsparungen, welche
durch die Verwendung von genetischen Informatio-

nen bei der Behandlung von Patienten mdglich sind,

nicht der einzige Grund sein, um den hier beschrie-

benen Verwendungsformen zuzustimmen, da dem
Paential zur Kostensenkung im Einzelfall ein hoher
Aufwand bei der Gestaltung der (technischen) Infra -

struktur gegenibersteht.

Unser Fallbeispiel

Es gibt psychiatrische Erkrankungen, fir deren
Behandlung verschiedene Medikamente zur Auswabhl
stehen. Diese wirken jedoch nicht bei jedem Patien-

ten gleich gut, zeigen z. T. sogar keinerlei Wirkung

(Problem der ANon-Responderf).

Deshalb werden Patienten z. T. ambulant oder auch
fur eine langere Zeit innerhalb der Klinik mit ver -
schiedenen Praparaten nacheinander behandelt,um
ein wirksames Medikament zu finden. Unter der
Annahme, dass die Wirksamkeit u. a. von dem Ge
notyp abhéngig ist, konnte der Klinikaufenthalt unter

Verwendung genetischer Informationen erheblich
verkirzt werden. Studien zur Wirksamkeit von
Medikamenten bei verschiedenen Auspragungen der
Genotypen liegen z. B. fiir Depressionen vor?

Dies erscheint uns sowohl hinsichtlich des Leidens
unter solchen Erkrankungen, der Stigmatisierung
des Psychiatrieaufenthalts als auch der Kosterein-
sparung als wiinschenswert

® Siehe: Rau (2004), Peters (2004).
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Die Produktion, Verwendung
und Speicherung von
genetischen Informationen

Die Bestimmung des Genotyps wird im Folgenden
betrachtet als eine Methode der Informationspro -
duktion unter bestimmten Rahmenbedingungen, die
sich wie folgt beschreiben laRt:

(1) Die Informationen werden durch eine medi zi-
nisch-therapeutische Institution, zu einem thera peu-
tischen und/oder wissenschaftlichen Zweck

(2) mittels eines technischen Verfahrens erzeugt,
(3) dessen Entwicklung und
(4) Anwendung Kosten verursacht, wobei die

(5) Informationen notwendigerweise zumindest
temporar gespeichert werden und

(6) bestimmte Personen Zugriff auf diese Informati -
onen haben mussen.

Zu (1): Die Information wird also innerhalb der me -
dizinischen Sphére erzeugt, wobei medizinisch
therapeutische Institution hierbei zunachst Kranken-
hauser meint, aber auch Arztpraxen umfassen mag.
Der Begriff der medizinischen Sphére wird im fol-
genden Abschnitt naher erlautert.

Zu (2), (3) und (4): Die Kosten fir die Durchfuihrung
des Tests sind deswegen zubetonen, da hierdurch
die produzierten Informationen einen be stimm-
baren, monetaren Wert erhalten.® Dies bedeutet
insbesondere, dass dem Kostentrager ein Schaden
entsteht, wenn z. B. die Information geléscht wird
und neu produziert werden muss.

Zu (5): Das Ergebnis des Testverfahrens muss in
irgendeiner Form dem behandelnden Arzt mitgeteilt
werden, sofern dieser den Test nicht selbst durch-
fuhrt. Wir gehen hier davon aus, dass die notwen-
dige, temporare Speicherung elektronisch erfolgt.

Zu (6): Aus dem zu (5) Gesagten folgt dann, dass
zumindest der behandelnde Arzt Zugriff auf diese
Information haben muf3. Wie wir spéater sehen wer -

Der Marktwert der Information ist dabei von dem
Wert zu unterscheiden, den die Information fir
das Wohlergehen des Patienten oder fur die For
schung hat.
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den, mag aber auch eine Berechtigung bestehen,
auf die Informationen zu Forschungszwecken zuzu
greifen.

Der Fluss von Informa  tionen
innerhalb der medizinischen
Sphare

M. Walzer hat sein Modell der ASph2ren der Gerech-
tigkeitfi (1992, Original 1983) nicht zuletzt als Ge-
genentwurf zu J. Rawls ATheorie der Gerechtigkeitfi
(1971) konzipiert, an der er die Vorstellung eines
dominanten Gutes kritisiert. Er pladiert statt dessen
dafur, zwischen verschiedenen, gesellschaftlichen
Sphéaren zu unterscheiden, wobei Giiter ihren jewei-
ligen Wert innerhalb dieser Sphéaren erhalten. Eine
Ungleichverteilung der Guiter innerhalb einer Sphéare
wird dabei als unproblematisch empfunden. Aller-
dings sollen Vorteile innerhalb einer Sphare nicht zu
Vorteilen oder Nachteilen in einer anderen fihren.
Zudem sollen bestimmte Tauschgeschéafte blockiert
werden. M. J. van den Hoven (1999) ubertragt
dieses Konzept auf Informationen, die innerhalb
einer Sphare ausgetauscht und weitergegeben
werden durfen, wobei H. Nissenbaum (2004) er-
géanzt, dass auch der Fluss von Informationen inner-
halb einer Sphére Normen unterworfen ist.” Die
Spharen werden zudem als getrennt (informationell
versiegelt) gedacht und der Austausch von be-
stimmten Informationen zwischen den Spharen ist
zu blockieren.®

Legitim produzierte genetische Informationen dirfen
also innerhalb der medizinischen Sphére weiterge
geben werden, sofern dies aus therapeutischen
Grunden oder zu Forschungszwecken geschieht. Der
Zugriff auf diese Informationen durch potentielle
Arbeitgeber im Rahmen eines Bewerbungsverfah
rens also z. B. als illegitim erachtet, da dadurch die
Information die Sphéare der Medizin verlasst.®

Problematisch an dem Konzept ist die Bestimmung
der Sphéaren, sowohl hinsichtlich ihrer Anzahl als
auch ihrer Grenzen. Nissenbaum wahlt den pragma

" Nissenbaum (2004: 137).

8 vgl. Nagenborg (2005: 168ff.) sowie Weber (2005:
228ff.).

° Vgl. hierzu z. B. Opinion of the European Group on
Ethics in Science and New Technologies to the
European Commission, Nr. 18: Ethical Aspects of
Genetic Testing in the Workplace (2003).
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tischen Ausweg, indem sie betont, dass von der
Existenz von unterschiedlichen Spharen mit unter-
schiedlichen Normen deswegen auszugehen sei, weil
wir bestimmte Handlungen in bestimmten Zusam-
menhéngen als VerstdBe gegen die jeweiligen
Normen empfinden.*®

Dennoch erscheint uns das Konzept beim Entwurf
von Infrastrukturen, ** welche den Zugriff auf Infor -
mationen innerhalb einer bestimmten Sphéare er-
méglichen, als regulative Idee sinnvoll.*? Derartige
Infrastrukturen sind so zu entwerfen, dass sie nicht
nur den Fluss von Informationen erméglichen und
lenken, sondern auch stoppen kénnen. Hierbei sind
insbesondere die Schnittstellen zu anderen Spharen
zu beachten, welche so zu gestalten sind, dass der
Austausch blockiert werden kann.

Dabei ist zwischen der Binnen und AufRenperspek
tive zu unterscheiden. Das Modell erscheint uns vor
allem fir die Gestaltung einer Sphare aus der Bin-
nenperspektive als angemessen, wenn es also zum
Beispiel um den Entwurf eines Krankenhaus oder
Praxisinformationssystems> geht. Aus der AuRen-
perspektive kdnnen z. B. aber auch Informa-
tionsangebote im WWW als Teil der medizinischen
Sphére wahrgenommen werden, was jedoch nicht
angemessen ist, da hier andere Normen hinsichtlich
des Umgangs mit personenbezogenen Daten gelten
kénnen.*

19 Nissenbaum (2004: 145).

1 Zum Begriff der Infrastruktur vgl. Star / Bowker
(2006).

12 Umgekehrt 1aRt sich auch behaupten, dass Infra-
strukturen, welche die Weitergabe von Informa -
tionen bendtigen, die unterschiedlichen Sphéren
erst konstituieren.

13 7u den Begriffen vgl. Dugus / Schmidt (2003:
83f., 90f.).

14 Nelson (2006: 184) macht dies fiir den US-ameri-
kanischen Raum anhand der durch die Gesetzge
bung geschiitzten Daten im Gesundheitswesen
deutlich, zu denen z. B. auch die IP-Adressen bei
Online-Anfragen oder E-Mail-Adressen gehoren,
die bei privaten Portalen zu medizinischen The
men regelmalig erhoben werden. Wenn es die
Normen sind, die eine bestimmte Sphéare kenn-
zeichnen, so ware hier von einer anderen Sphéare
Zu sprechen.
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Eine Kantische Auffassung von
Eigentum

In seiner AVletaphysik der Sittenfi (1797ff.) bestimmt
Immanuel Kant das Wesen von Eigentum als eine
Relation zwischen dem Eigentimer und allen an
deren, die von der Nutzung ausgeschlossen wer
den.’® Damit tritt er einer Sichtweise entgegen,
welche ein unmittelbares Verhéaltnis zwischen einer
Person und einer ihr duRerlichen Sache amimmt.*®
Wir gehen im Folgenden davon aus, dass Informa-
tionen analog zu den RuCeren Sachenfi behandelt
werden kénnen.’

Obwohl es in unserem Fall nahe liegend ware, Uber
ein Selbsteigentum des menschlichen Koérpers in
Anschluss an Locke zu argumentieren, ist dies im
Rahmen einer Kantischen Auffassung nicht moglich.
Kant betont nadmlich, dass ein Mensch zwar sein
eigener Herr, nicht aber als Agigentgmer von sich
selbstfi® sein kénne. Ein Eigentimer darf namlich
beliebig mit seinem Eigentum verfahren, was im
Falle des Menschen aufgrund der Verantwortlichkeit
gegentber der Menschheit in der eigenen Person
nicht gestattet werden kann.

Dementsprechend setzt Kant auch der Verfugbarkeit
des eigenen Korpers in der Medizin enge Grenzen.

> Durch die Erkl2rung, Adieser 2uCere Gegenstand
ist meinf, wird Aallen anderen eine Verbindlichkeit
auferlegt €, die sie sonst nicht h@tten, sich des
Gebrauchs desselben zu erhaltenfi (Die Metaphysik
der Sitten, S. 253). i ADie Metaphysik der Sittenfi
wird im Folgenden als AVidSf abgek¢rzt. Die Sei-
tenangaben beziehen sich auf die AkademieAus-
gabe.

18 vgl. MdS, S. 260.

" Wie z. B. Weber (2005: 43) ausfiihrt, kann vor
allem dann von Informationen als Gutern ge-
sprochen werden, wenn der Schwerpunkt auf den
pragmatischen Aspekt von Informationen gelegt
wird, also die Tatsache, dass Informationen Be-
standteil von Handlungsabfolgen sein kénnen.
Dies trifft auf unser Beispiel zu, da es um die We-
tergabe und Nutzung von bestimmten Infor -
mationen geht. Dem gegeniiber steht eine Sicht-
weise, welche einen prinzipiellen Unterschied zwi
schen Informationen und materiellen Gitern ein-
fordert. Im Rahmen dieses Beitrages wollen wir
jedoch von einer prinzipiellen Analogiefahigkeit
ausgehen.

18 Mds, S. 270.
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Sich selbst eines AOrgans zu berauben (verstim-
meln), z. B. einen Zahn zu verschenken oder zu
verkaufen, um ihn in die Kinnlade eines anderen zu
pflanzen é geh°rt zum partialen Selbstmordeft® und
ist somit verwerflich. Die Amputation eines ab-
gestorbenen oder absterbenden Organs ist hingegen
erlaubt, wenn es die Pflicht zur Selbsterhaltung
erfordert. Wir gehen davon aus, dass analog Pa
tienten der Nutzung ihres Korpers zum Zweck der
Produktion von genetischen Informationen zustim-
men dirfen, sofern dies der Erhaltung ihrer Ge-
sundheit dient.*

Nun verfligen Privatpersonen in der Regel nicht tber
die notwendigen Produktionsmittel, um die Informa -
tionen in der bendétigten elektronischen Form her-
zustellen. Allerdings bedarf die Produktion dieser
Informationen der Zustimmung der betroffenen

Person? so dass aus dem Avereinigten Willen
beiderf* ein Vertrag entsteht. Da es nicht im Inte -
resse des Patienten ist, dass die in Folge des Vertra
ges entstandene Information ohne jegliche Ein-
schrankung weitergeben wird, sollte die Zustim-
mung nur dann erfolgen, wenn ihrer Verflgbarkeit
Grenzen gesetzt sind”® Nach Kant darf er sogar nur
unter diesen Bedingungen zustimmen.

Dadurch dass andere von der Nutzung der Informa-
tion ausgeschlossen werden, wird die Information
dann eigentumséhnlich; wenn sich die legitime
Nutzung nur auf einen bestimmten Personenkreis
beschrankt, erhalt sie den Charakter eines ge
meinsamen Eigentums. AGemeinsames Eigentumfi
deshalb, weil nun eine Gruppe von Personen alle
anderen von der Nutzung ausschlieBen kann. Diese
Idee findet sich in der Rechtslehre Kants jedoch
nicht. Er kennt zwar den Begriff des Ayemeinsamen
Eigentumsii von zwei Personen, allerdings soll dieser
nur dann verwendet werden, wenn einem der

19'Mds, S. 423.
2 \pds, S. 419.

2 Wie z. B. Savulescu (2002: 649) zu Recht betont,
setzt jede Form der arztlichen Behandlung die
Zustimmung des Patienten voraus.

#2ygl. MdS, S. 272.

% Dies laRt sich mit der Feststellung Kants begriin-
den, dass der Mensch gendtigt ist, seine Ansichten
in der Regel vor anderen Menschen zu ver
schlieBen, damit niemand zu seinem Schaden da
von Gebrauch macht. Hieraus ergibt sich der be-
sondere Wert der Anoralischen Freundschaftii Vg|.
MdS, 471f.
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beiden Miteigentgmer Awur der ganze Besitz ohne
Gebrauch, dem anderen aber aller Gebrauch der
Sache samt dem Besitz zukommt é .f#* Da Eigen
tum an einer Sache aber bedeutet, beliebig mit ihr
verfahren zu konnen, kann in unserem Fall von
gemeinsamem Eigentum nicht die Rede sein, denn
der Patient kann dem Vertrag nur unter der Bedin-
gung zustimmen, dass die Information nicht beliebig
weitergeben wird. Deshalb bleibt der Patient der
alleinige Eigentiimer, auch wenn er nicht allein in
der Lage ist, die Information herzustellen.

Dem entsprechend kann auch der Kostentrager
nicht Eigentimer der Information werden, sondern
ihm koénnen lediglich gewisse Nutzungsrechte Uber
tragen werden, welche zuvor der medizinischen
Institution vom Patienten iibertragen wurden.

Der Schutz der kontextuellen
Integritat

Da genetische Informationen in der Regel ein Leben
lang giiltig bleiben®” und zudem z. T. Aussagen iiber
nachfolgende Generationen zulassen, ist der prin
zipielle Anspruch auf Ldschung zu betonen. Dieser
kommt nach dem bisher Gesagten dem Patienten als
alleinigem Eigentiimer zu.?®

2 Mds, 270.

% Eigentum bedeutet hierbei vor allem, dass andere
von der Nutzung der Information zunéachst einmal
ausgeschlossen werden kdnnen, soweit die Infor-
mation den Besitzer speziell betreffen. Zur Ver-
wendung der Informationen zu Forschungs-
zwecken: s. unten. Zur Kritik an dem Schutz von
genetischen Informationen durch Eigentumsre-
gelungen vgl. z. B. Spinello (2006).

% Nutzungsrechte sind ein zentraler Bestandteil der
deutschen Auffassung des Urheberrechts, nach
dem ein Urheber stets im Besitz des Urheber
rechts an einem Werk bleibt und lediglich zeitlich,
raumlich und inhaltlich begrenzbare Nutzungs-
rechte veraulRern kann (Gesetz Uber Urheberrecht
und verwandte Schutzrechte, § 31ff.).

2" Ausnahmen, wie die MO glichkeit der sog. AGenthe-
rapiefi k° nnen hier vernachl®ssigt werden.

% Als rechtliche Grundlage kommen in Deutschland
z. B. 820 und 835 des Bundesdatenschutzgesetzes
in Betracht.
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Dem entsprechend muss nact der Verwendung im
Endscheidungsprozess bezuglich des wirksamsten
Medikamentes die genetische Information geléscht
werden, sollte der Patient nur der Verwendung zu
diesem einen Zweck zugestimmt hat. Denkbar ist
jedoch auch, dass eine einschrankende Zustinmung
zur weiteren Verwendung der Information gegeben
wird, so dass diese z. B. zusammen mit den Infor-
mationen von anderen Patienten oder Probanden in
anonymisierter Form statistisch ausgewertet werden
darf.

Es ware auch moglich, die Informationen nicht zu
anonymisieren, sondern zu pseudonymisieren, so
dass eine spatere Zustimmung zu bestimmten
Verwertungsformen moglich wird.? Forscher kém-
ten dann z. B. Anfragen bei Personen stellen, deren
Pseudonym sie kennen, ohne Zugriff auf weitere
personenbezogene Daken zu haben. Diese Anfragen
kénnten z. B. die Einladung zu einer Nachuntersu-
chung® oder die Bitte um weitere Nutzungsrechte
sein, wobei vorauszusetzen ist, dass die Patienten
Uber geeignete Kommunikationsmittel verfiigen und
die Schnittstelle zwischen Patient und medizinischer
Institution so ausgestaltet ist, dass sie die Grenzen
der medizinischen Sphare nicht gefahrdet.

Die Aufrechterhaltung der medizinischen Sphare
liegt dabei auch im Interesse der medizinischen
Institutionen, welche einen geeigneten Rahmen
schaffen mussen, innerhalb dessen Patienten und
Probanden sicher sein kdnnen, dass die Preisgabe
bestimmter Informationen angemessen ist und ihre
Verarbeitung nur nach den tUblichen Normen erfolgt.
Dies sind zugleich die beiden Kriterien, die Nis
senbaum ihrem Konzept von der Aontextuellen
Integrit2tfi zugrunde legt.®*

Eine geeignete (technische) Infrastruktur kénnte
dazu beitragen, dass der Anspruch auf kontextuelle
Integritat gewahrt wird, wobei der Kontext z. B. in

2 Wir denken hier an ein an System wie es z. B. von
Roger-Francis (1998) vorgeschlagen wurde, das
wir hier um die Mdglichkeit der Kommunikation
mit den Patienten erganzen. Vgl. Nagenborg
(2005: 171). © Ahnlich der Vorschlag von DeCew
(2006: 128).

% Im Falle einer Nachuntersuchung ware denkbar,
dass diese durch einen anderen Forscher oder
eine andere medizinische Institution erfolgt, wo -
durch die Pseudonymitat des Patienten bzw. Pio-
banten gewahrt werden wiirde.

31 Nissenbaum (2004: 138).
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Form von Metadaten mit transportiert w erden
kénnte.® In der einfachsten Form konnte die ur-
springliche Sphéare als Metadatum angesehen
werden, Metadaten kdnnten aber den Umfang der
Zustimmung des Patienten transportieren, die
Zustimmung zu spateren Anfragen bzgl. erganzen
der Nutzungsrechte, ein Alerfallsdatumfi usw.

Dies ware auch im Sinne der Forschung, wie die
anhaltende Diskussion um die M°glichkeit des Zone-
time general consentfi zeigt.** Dabei geht es darum,
ob Patienten und/oder Probanden die Mdoglichkeit
haben sollen, einmalig ihre Zustimmung zu allen
moglichen, legitimen Verwertungsformen zu ge-
ben.* Ein entsprechende Infrastruktur, die auch
spatere Nachfragen erlaubt, scheint hier eine in-
teressante Losung. Zudem koénnte durch ein solches
System die Fahigkeit zur Selbstbestimmung des
Patienten gestarkt werden, die z. B. auch Uber den
Fortgang der Forschung in Kenntnis gesetzt werden
kénnen.*

Die Grenzen der medizinischen
Sphare

Fassen wir das bisher Gesagte zusammen, so kon
nen wir zu dem Schluss kommen, dass es Félle
geben mag, bei denen die Verwendung von geneti-
schen Informationen im genannten Umfang als
legitim erscheint. Mit der Spharen-Auffassung der
informationellen Gerechtigkeit Nissenbaum verfligen
wir Uber ein Konzept, mit denen sich notwendige
Rahmenbedingungen formulieren lassen. Ene
Kantische Auffassung von Eigentum starkt dabei die
Position des Patienten, weil sie die Moglichkeit
begrenzt, Informationen uber sich produzieren zu
lassen, und dadurch das Konzept des blockierten
Austausches zusatzlich stitzt.

32 vgl. Star / Bowker (2006: 238) zur Bedeutung von
Anetadata standardsfi in Hinblick auf Infra struk-
turen.

% Wendler (2006) sowie die Reaktionen auf seinen
Beitrag von Hunter (2006) u. a. seien hier als ak -
tuelles Beispiel genannt.

3 Aegitime Verwertungsformenfi k°nnten z. B.
durch Ethikkommissionen gewahrleistet werden.

% savulescu (2002: 651) nennt dies als einen
Grund, warum das Einholen der Zustimmung von
Fall zu Fall von Vorteil ware.
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Allerdings setzt das Modél eine intakte medizinische
Sphare voraus, welche unseres Erachtens durch den
zunehmenden 6konomischen Druck in Frage gestellt
wird.*® Denn abgesehen davon, dass die Aufrechter
haltung der Sphére voraussetzt, dass alle sich nach
den Normen richten, trAgt auch die zunehmende
Privatisierung von medizinischen Institutionen oder
die Auslagerung von Teilaufgaben in die Privatwirt-
schaft dazu bei, dass nicht mehr sichergestellt ist,
dass die besonderen Normen der medizinischen
Sphare auch weiterhin ihre Giltigkeit haben. Ein
schdnes Beispiel findet sich bei Nelson (2006), der
von einem Krankenhaus berichtete, das Diktate bei
einer Firma schreiben lieRR. Diese Firma vermittelte
den Auftrag an eine weitere Firma, die schlief3lich
eine Person im Ausland mit dem Abschrében der
Diktate beauftragte und nicht bezahlte, worauf hin

die betreffende Person versuchte, das Krankenhaus
mit der Veroffentlichung der Patientenakten zu

erpressen®” Auch jenseits solcher Horrorszenarien
macht z. B. ein Blick in den Adealth Insurance
Portability and Accountability Acto (HIPPA) deutlich,
was eine zunehmende Privatisierung der medizink
schen Sphéare bedeutet. Dieser regelt namlich die
Weitergabe von Patienteninformationen an fhealth
care organisations, including hospitals, physiciansd
offices, health care plans, employers, public health
authorities, life insurances, clearing houses, billing
agencies, information systems and @ny é person or
organisation who furnishes, bills or is paid for health

care in the normal course of business.®*®

Bedenklich erscheint uns deswegen, wenn fir die
Nutzung von genetischen Informationen allein
aufgrund von Kosteneinsparungsgriinden argumen
tiert wird, ohne dabei zu beachten, dass aufgrund
der besonderen Natur dieser Informationen auch ein
hoher Aufwand notwendig ist, um eine geeignete
Infrastruktur zu schaffen, welche den berechtigten
Zugriff regelt und den Fluss der Informationen in
angemessener Form blockieren kann.

% Auch ein Interesse an bestimmten Daten zum
Zweck der Kriminalpravention usw. ware denkbar,
soll hier aber nicht diskutiert werden.

37 Leider war es nicht méglich, die Authentizitat des
Beispiels von Nelson (2006: 186) zu uberprifen,
da die von ihm genannte Quelle selbst keine
Nachweise enthalt.

3 Moskop/Marco/Larkin u. a. (2005: 56), vgl. auch
Nagenborg (2005: 173) sowie DeCew (2006:
122).
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So hilfreich also die Spharenauffassung fur die
Beurteilung von Systemen zur Informationsverar-
beitung ist, so wenig kénnen wir davon ausgehen,
dass die Spharen auf Dauer bestehen, wenn wir
hierfur nicht Sorge tragen.
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James Caufield

The Myth of Automated Meaning

Abstract:

Most discussions of search engines focus on technology or user experience. By contrast, this paper asks
about those who produce the recommendations that search engines gather. How are these people and
institutions affected when search engines incorporate their work into search results, but no credit is given?
The paper argues that the lack of attribution encourages the myth of automated meaning, the false belief
that computers and algorithms have created rather than simply gathered these recommendations. It further
argues that by concealing the role of these producers, search engines undermine public support for the
individuals and institutions that create trustworthy recommendations, especially libraries. Because search
engines borrow so extensively from public institutions and the public at large, their ethical obligations are far
greater than previously recognized. The paper concludes with some comparisons between the ethical practic-
es of libraries and those of search engines.
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Introduction

The recent development of search engines has
solved one of the most vexing problems of the early
Web, namely how to find valuable materials amid
the vast number of web pages. Antil Google,
search engines helped a bit, but only a bit. They
told you what was popular but not necessarily what
you wanted to know. But Google& inventors found
a way to put the most useful information at the top
of the pileo (McRae, 2004). Google did this by
counting links between web pages and by studying
user behavior, thus gathering meaningful recom-
mendations from the Web itself.

Yet the brilliance of this success might blind us to its
darker implications. Studies of search engines
usually focus on technology or user experience. By
contrast, this paper asks about the people and
institutions who produce the recommendations
search engines gather. While search engines are in
the business of borrowing and aggregating trustwo r-
thy, relevant, and credible recommendations, they
give no credit to the sources that provide them.
The thesis of this paper is that by concealing the
role of these producers, search engines undermine
public support for those who create this meaning,
especially libraries.

A few notes about method: private search engine
companies are highly secretive about their methods
and sources, making direct investigation impossible.
This makes the paper in part a speculative effort,

and so it pursues a line of thinking as far as possi-
ble. It advances what might be called a worst -case
scenario, not because | know this to be true in all its

details, but rather because | think this question

needs to be considered in terms of its furthest
possible ramifications.

As for intellectual abbreviations, | will usually call
the information that libraries and search engines
provide recommendations, but sometimes | will use
more general terms such as meaning or value.

Finally, | have treated the positive contributions of
Google elsewhere (Caufield, 2005); this paper will
have a critical focus.
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Review of Some Arguments
Concern ing the Ethical
Obligations of Search Engines

Many reasons have been given for holding search
engines to high ethical standards. First, using
search engines is a practical necessity, as they are
the de facto gatekeepers to information on the Web
(Reider 2005: 27; Hinman 2005: 21; Neuberger
2005: 5). Thus a search engine such as Google

é plays an important role in the information
many people rely on for choices in their
lives. Cumulatively, the quality of Google's
ranking impacts millions of choices made
daily (Wiggins, 2003).

This responsibility is intensified in that these tools
are often used to find vital information (e.g., med i-
cal; see Fallows, 2005: 1, 6), and users place inordi-
nate trust in search engines (Fallows, 2005: 27)
which, as Rieder (2005: 31) and others argue,
should not be exploited.

Moreover, the space that is accessedithe Webi is
not private property, and it fulfills many of the
functions of traditional public spaces such as libra-
ries, museums, educational institutions, and public
fora (Nissenbaum and Introna, 2004: 19-22).
Finally, as search engines become more central to
our information infrastructure, they assume impo r-
tant social and political roles, both in terms of
providing the information essential to democratic
decisionrmaking, and in assuring the openness
necessary for a free society (Letwin, 2004; Hinman,
2005: 21-2, 25). To this list of reasons for holding
search engines to high ethical standards, this paper
will add one more.

The Myth of Automated Meaning
and Search EnginesOEthical
Obligations

The most common way to describe Google is in
technological terms. Oddly enough, this description
is sometimes anthropomorphic, as in the following
passage:

é the business story of Google is less inter-
esting than the technological one: if infor-
mation is power, then Google has helped
change the world. Knowledge is measura-
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bly easier to obtain. Google works. Google
knows (Achenbach, 2004).

Anthropomorphism is one version of the myth that
attributes meaning to the machine, but it also
serves as a reminder: computers do not know, and
assigning relevance is a subjective determination, as
is assigning other values (Blanke, 2005: 35-37;
Rieder, 2005: 29). Thus Google is a semantic
aggregator (Brooks 2004), a machine that only
gathers meaning and does not create it. If we
forget this, we succumb to the myth of automated
meaning.

The implications of this insight have not been suffi-
ciently noted. Most arguments concerning the
ethical obligations of search engines point to the
vitally important services these companies provide
fo the public. But perhaps the most telling arg u-
ment concerns what search engines take from the
public. So long as it is believed that search engine
technology creates meaning, it is logical to think
that search engines own this information. The
recognition that search engines gather meaning
from public sources implies a different conclusion.
That search engines receive such a massive benefit
from the public implies a correspondingly large
obligation to the public, an ethical relationship
perhaps more akin to stewardship than to owner-
ship.

The remainder of this paper will investigate how and
why search engines draw upon the work of public
sources, particularly libraries.

Search Engines Need
Trustw orthy and Unbiased
Results

The myth of automated meaning encourages us to
think about search engines in terms of technology,
so that we tend to forget or de -emphasize their
human and ethical aspects. But consider an ex-
treme case, the search service Overture, a competi-
tor to Google, originally founded as Goto.com. In its
earliest incarnation all search results were adver-
tisements, with the top slot being given to the top

bidder. The private interests of advertisers and the
search engine were paramount, and disinterested
service to the public was of little concern. Users
spurned it:  "Overture soon figured out é that users
aid not want a search engine that was only adverti s-
/ng” (Hansell, 2004). While Overture continues to
include paid links (advertisements) in its search
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results, Google has never allowed this practice, so it
is hardly surprising that Google results are more
relevant and precise than those of Overture (as
reported by Goh and Ang, 2003). Thus relevance
seems to be a product of ethics as well as of tech-
nology.*

Although relevance is commonly discussed as if it
were the only value by which search engines should
be judged, it is not. An exclusive focus on the
relevance of results is perhaps appropriate when
institutional structures have already assured the
trustworthiness of the materials to be searched.
This is the case in libraries, where quality is rather
rigorously controlled, but it cannot be assumed in
the Internet environment, where dubious materials
abound. For instance, if a search engine produced
recommendations for cancer treatments solely on
the basis of advertising revenues and without regard
to credibility, this information could indeed be
relevant but still worth little. In order for search
engine results to be valuable they need to be not
only relevant but trustworthy as well.

An all-advertising search engine will not draw users
and so, like most other commercial web enterprises,
search engines need what the industry calls gea/
estate,6some non-advertising content that will draw

@&yeballs6to whom it can present advertisements.

For some web sites this is bird watching, for others
sports news, etc. For search engines it is relevant
and trustworthy recommendations. It seems that

without this more-disinterested content, search
engines will not draw the users they require in order

to charge for advertising.

UsersbResponse to Search
Engines that Exploit Trust for
Private Benefit

There is evidence that search engine users believe
they are receiving disinterested content, though
often they are not. Many search engines accept
money for including or placing advertising in their
results, a fact that many writers on the subject see
as problematic (Neuberger, 2005: 10-11; Himma

! Certainly other factors (including technological
ones) play a role, but it stands to reason that
when a search engine produces results according
to two criteria, relevance and advertising revenue,
rather than the criterion of relevance alone, then
the relevance of results will be compromised.
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2004: 474; Moxley et al., 2004; Scott, 2003; Ni s-
senbaum and Introna, 2004: 14; Larsen, 1999: 22 -
3). Users are generally unaware of this practice, but

once informed they recognize it as an ethical issue.
An ethnographic study conducted by Leslie Marable
of Consumer WebWatch found that users are fre-
guently unable to distinguish between links that are

paid (advertisements) and those that are not (Mar a-
ble, 2003, p. 15), and this is because searchers have
little conception of how search engines work (Mar a-
ble, 2003: 7, 39-40; see also Neuberger, 2005, p. 5,

citing Princeton Survey Research Associates 2002:

17; Fallows, 2005: 27). As Nissenbaum and Introna
have observed, /g/iven the vastness of the Web,
the close guarding of algorithms, and the abstrus e-
ness of the technology to most users, it should
come as no surprise that seekers are unfamiliar,
even unaware, of the systematic mechanisms that
drive search engines. Such awareness, we believe,
would make a differenceo (Nissenbaum and Introna,
2004: 16).

The Marable study shows that awareness does
indeed make a difference. When participants in the
study were informed that some search engine
results were paid advertisements, “each participant
expressed surprise after learning about the search
engine marketing practice. Some had negative
emotional reactionso (Marable, 2003; 39), including
anger, a sense of betrayal, being somewhat
stunned, disappointment, and a feeling of helpless-
ness. Two people explicitly named this as an ethical
issue, questioning /& the trustworthiness of adver-
tisers that chose to participate in search engine
marketing programs” (Marable, 2003; 18). “The
participants unanimously believed paid search links
were too tough to recognize on many sites, and the
related disclosure information was clearly writte n for
the aavertiser, not the consumer” (Marable, 2003:
23). A similar example is given by Nissenbaum and
Introna:  Fwjhen customers learned that Amazon
Books, for example, had been representing as
driendlyérecommendations what were in reality paid
aadvertisements, customers responded with great ire
and Amazon hastily retreated” (Nissenbaum and
Introna, 2004: 16). As Fallows summarizes the
situation,

fdjespite é the explosion of paid placement
sales as a source of revenue for search engines,
users remain largely unaware of these issues i
even though they still hold strong views of what

they consider to be ethical practices by search
engines. é [Mjany users would object to the
practices of search engines they rely on, if they
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understood more clearly how those engines ac-
tually gperateo(Fallows, 2005: 17).

In short, users tend to trust that search engine
results will not be biased by private interest, and
tend to take offense when they are informed othe r-
wise. As Marable found, the depth of this misplaced
trust is indicated by a rather astonishing belief:

Mour findings show Web searchers in this eth-
nographic study chose links from the first page
of results nearly 50% of the time because they
trusted the search engine to present only the
best or most accurate results first. This trust
led them to believe it was unnecessary for them
to review later results pageso (Marable, 2003:
38).

Speculations as to Why Users
Trust Search Engines

This paper has argued that the quality of inform a-
tion is at least as much a function of ethical deci-
sions as it is of technology. But it is also true that

certain technologies have come to be associated
with certain ethical practices. There is a long asso-
ciation between the technology of printing and a
high quality of informatio n. Of course this is not
directly due to the technology, but rather to the

culture that has developed in the print environment.

Generally, anything published in paper is relatively
trustworthy, as the publication process involves
many steps of editorial selection and review. Even
ephemeral media such as newspapers are held to
fairly high standards, and the academic process is
especially rigorous, involving a system of critical
review on many levels. Thus the printed format has
long been associated with a high level of credibility
and trustworthiness.

Documents available on the Internet bear a strong
resemblance to printed documents. Yet these
Internet documents are not as trustworthy and
reliable as printed documents because they usually
do not have the institutional supports that would
vouchsafe their quality. The likely scenario is that
because of the similarity of formats users mistakenly
extend their trust of printed materials to documents
found on the Internet. Since this unwarranted trust
of things on the Internet seems to have its origin in
the traditions of the print culture, it could be said
that digital illiteracy (at least in the sense of an
overly-credulous attitude toward information on the
Internet) has been caused by € literacy!
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The misplaced trust in search engines is a subset of
the misplaced trust of things on the Internet. The

library online catalog is eminently trustworthy, at

least in the sense of being free of commercial bias.?
Search engines resemble the online catalog, as both
accept search terms and then yield results. Users
mistakenly assume that a similar appearance implies
a similar trustworthiness and credibility. Yet search

2 This is not to say that library cataloging classifica-
tion is without its flaws. But it is inconceivable that
libraries would ever accept money for promoting an
item in their catalog, while search engines do this all
the time. On the question of agenda-driven bias it
is true that libraries are far from perfect, as cat a-
loging classification schemes arguably embody
racist, sexist, and classist biases. Yet the bias found
in search engine results is of an entirely different
degree, one that libraries would never tolerate.
There are reasons for this: first, librarians are paid
to make professional judgments, and thus stand at a
remove from direct interest. The job of librarians is
to make this disinterested judgment, howev er
imperfectly they carry it out. Also, the library profe s-
sion has a code of ethics that proscribes activities
motivated by private interest or profit : fiWwe do not
advance private interests at the expense of library
users, colleagues, or our employing institutionso
(American Library Association, 1995, section VI).
Finally, librariansd judgments are for the most part
open to scrutiny and criticism by professional peers
and are at least potentially open to public debate.
By contrast, search engines are founded upon
private interest. Although the ethics of corporations
may vary, the bottom line is that trustworthy and
relevant results are a means to draw users to their
advertising, not an end in themselves. Search
engines rely in part on day indexersd (to be de-
scribed below), people whose recommendations will
often be motivated by immediate private interest.
Finally, because of search engine secrecy, oversight
is limited to the corporation, which might act to curb
bias only if profit is threatened.

So although libraries are not beyond reproach, they
set a far higher standard than do search engines.
For purposes of this paper it seems justified to make
a sharp distinction between the relatively unbiased
and disinterested judgments that librarians make
and the profit and agenda-driven biases present in
search engines. For clarity of exposition the re-
mainder of the paper will treat this distinction as if it

were absolute, though | ask that the reader bear the

foregoing qualifications in mind.
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engines do not have the cultural institutions stan d-
ing behind them to assure their integrity. Ce rtainly
there is confusion: many of my students now refer
to the library online catalog as ' a search engine. As
Nissenbaum and Introna observe, /Fmjost users
tend to treat search engine results the way they
treat library catalog search resultso (Nissenbaum
and Introna, 2004: 16). Moxley et al. are explicit
about the transfer of credibility: /Web search en-
gines trade on the associations its users make
between the libraries and information professionals
they have always relied upon for similar needs in the
past” (Moxley et al., 2004: 64 -65).

Even if the credibility mistakenly attributed to search
engines is not directly due to previous experience
with library catalogs, it should still be understood as
borrowing from the credibility of the print format

and the social institutions it represents, including
libraries. Put another way, if libraries and other
institutions of the print tradition had not been so

ethical in the past, it is unlikely that search engine
users would be so trusting today. The usersdbelief
that search engines should be ethical is thus partly a
residuum of this legacy. Search engines that tam-
per with results (e.g., by accepting money for
including advertising in the search results) are
exploiting and undermining the faith that one will be
presented with information that is not biased by
direct personal interest, a trust that has been built
by libraries and other institutions of the printed
medium over many years (for a similar point see
Moxley et al., 2004: 62).

A Major Concern: Search
Secrecy

Engine

Elsewhere | have argued that Google's success
should be ascribed mostly to ethical rather than
technological factors, specifically that Google has
brought many library values (or valuable library
practices) to the Internet environment (Caufi eld,
2005). For instance, Google brought the important
library value of disinterested cataloguing to the
search environment, as it refused (and continues to
refuse) to include advertisements in the search
results, placing them instead in a separate column
that is clearly labeled as such (a practice that one of
Marable® participants found /honorable.o Marable,
2003: 31).

Google's ethics seem exemplary in comparison to

the egregious practices of other search engines, and
this is surely one reason that AGoogle has the trusto
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(Harvey, 2004). Yet despite these positive contrib u-
tions there is cause for concern, particularly with the
secrecy of the ranking processes used by Google
and all other commercial search engines.

There are reasons for this secrecy, the most obvious
being the need to protect proprietary search m e-
thods. If Google were to reveal details of its alg o-
rithm, presumably competitors would 'borrow' its
techniques and Google would lose its competitive
advantage. A second reason for this secreq is
described by Terrence A. Brooks, who points out
that traditional information institutions (e.g. libr a-
ries)

e were devised, built and managed by in-
formation professionals. Professionals were
known, publicly accessible and held to high
standards of ethics. Information profe s-
sionals, such as librarians, were considered
fo be operating a public trust with a view to
the best interests of society” (Brooks, 2004:
7 of 13).

By contrast, search engines rely on a form of colla-
borative filtering in which | arge numbers of people
contribute to the effort. As Brooks rightly notes, the
Google system (or any automated system) gathers
information from web authors, who thus act as "lay
indexers" of web content (Brooks, 2004).

That the people responsible for this are usually not
professionals is problematic enough; what is worse
is that they are often working toward private goals

(promotion of their products and agendas) rather

than the public good. Thus any automatic ranking

system is susceptible to manipulation or fispam-
ming,0 the deliberate introduction of recommenda-
tions that serve the interests of the lay indexers

(Neuberger, 2005: 4; Spencer, 2004; Nissenbaum
and Introna, 2004: 13 -14). The more that spam-
mers know about the ranking system, the more they

will be able to manipulate it; if Google reveals
exactly how it gathers recommendations and calcu-
lates rankings, spammers will be able to work the
system all the better. Brooks understands this
danger, and so he stresses "é the importance of
maintaining the ignorance of lay indexers. [E.]
Google’s only possible survival strateqy is to keep its
parsing and ranking algorithms absolute secrets”
(Brooks, 2004).

This point of view is understandable but, in my
view, not sustainable. Certainly Brooks describes
the necessity of secrecy for commercial search
engines: an end to it would perhaps mean an end to
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the companies. Yet from a larger social perspective
this lack of transparency has enormous implications.
What does it mean, when a crucial component of
the information infrastructure lacks the transparency
that is necessary for accountability, review, or
criticism? While Brooks maintains that secrecy is
necessary for search engines to function, this secre-
cy seems to be incompatible with the transparency
required of information institutions in a democratic
society.

Revisiting the Ethics of Link
Analysis: Secrecy Prevents
Attribution

When the sources that search engines draw upon
are not given credit, what harm is done? The
question is difficult enough that | will turn to a

philosophical statement of the problem. In Plato&
Republic (359b-360e), two characters present the
argument that it is better to be unjust than to be

just. They recite a myth about a ring that renders

its wearer invisible and so allows great crimes to be
committed with impunity. Reasoning from this
example they maintain that any logical person,
when granted a complete lack of public accountabili-
ty, will act unjustly and do what is wrong because it
serves their private interest.

In a further refinement of their argument (362d -
367e) they ask which is more important, actually
doing a good deed or simply having the reputation
for doing a good deed? If the action is more impo r-
tant than the reputation, then even if the reputation

is transferred to one who does not deserve it there
should still be some motivation to do good deeds.
But this, they say, is nonsense. No one will continue
doing good deeds if the credit goes to others.
Hence all that is important is the reputation for
doing good. The Socratic response to this argument

% On this issue there are divergent views. Some,
usually citing the necessity of secrecy for private
companies, agree with Brooks (e.g., Hinman,
2005: 22). Others, usually pointing toward the
public& need for accountability, advocate transpa-
rency (e.g., Welp and Machill, 2005: 18; Nissen-
baum and Introna, 2004: 23). Rieder (2005: 31)
tries to split the difference, suggesting that search
engines should be obliged to grant access to their
indexes and server farms (but retain secrecy of
their algorithms), so that public entities can write
and run non-private algorithms.
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is, in brief, to consider the good of society as a
whole, rather than the good of th e individual. From
this perspective a different view emerges, a society
where political structures ensure that deed and
reputation will coincide.

The operations of current search engines involve an
analogous form of invisibility. Much of the quality of

the current generation of search engines is due to
link analysis, a process whereby links from one Web
page to another are treated as recommendations.
These are then aggregated and, along with other
factors, used to rank the results. Generally speak-
ing, the more links pointing to a page, the higher its

ranking. What is important here is that these re c-
ommendations are borrowed without attribution. *

In the early days of the Internet, this practice
seemed innocuous, perhaps because there simply
was not much information there to borrow and the
need to create order was so great. Yet in a more
developed web environment the practice has serious
implications for traditional information institutions.
First, search engines harvest relevance and other
values from various sources but do not give credit.
So in this sense the source of the good deeds (the
meaningful recommendations) is not recognized.
Second, the reputation for having produced this
good work is transferred from the original source to
the search engine. For those who succumb to the
myth of automated meaning, the search engine now
has the reputation and recognition that the original
source deserves. So the argument in this paper is

* Reider (2005: 29, 31) points out that complete
attribution of the sources recommending any single
result might not be possible, due to the complexity
of the process. While this is probably an over-
statement the point is still valid, for it is difficult to
imagine how this highly-complex attribution could
ever be represented to the user on the screen of
search results. So some form of invisibility, at least
in the presentation of results to users, seems diffi-
cult to avoid. But the remaining issue is that secr e-
cy prevents any possible examination of who de-
serves credit for the borrowed recommendations.
It is true that library subject headings are also
without attribution, but this is far more acceptable,
since librarians have agreed to share such things,
and since the profession receives recognition for this
work. By the same token, even though library
subject headings are also opaque, this is mitigated
in that we at least know they come from relatively
disinterested sources (please see footnote 2).
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somewhat similar to that advanced by Plato's cha-
racters: if ther e is no recognition of good and bad
deeds, if all is hidden behind a cloak of secrecy,
then what motivation remains for the good deed of
creating meaningful and valuable recommendations?

Where Do Trustworthy
Recommendations Come From?

It is a common claim that in this new electronic
environment librarians are being fdisintermediated,0
their services replaced by other information services,
especially automated ones.

"A generation ago, reference librarians --
flesh and blood creatures -- were the most
powerful search engines on the planet. But
the rise of robotic search engines in the
mid-1990& has removed the human media-
tors between researchers and information.
Librarians are not so sure they approve”
(Achenbach, 2004).

While this is the prevalent view, the contention of
this paper is that the work of librarians and other
information specialists has been incorporated into
search engines far more than has been recognized.
Their work has not really been removed from the
process; rather it has been hidden.

Where do Google& relevant and trustworthy results
come from? The short but misleading answer i the
mythi is that they come from an algorithm. But
mathematical formulae measure and manipulate
quantity; they do not evaluate quality. Computers
do not decide the relevance and credibility of re-
sources, humans do.

A clue can be found in the sometimes questionable
ethical practices of companies that provide 'search
engine optimization.d Among other practices used to
boost their rankings in Google, spammers set up
'link farms' that create inbound links to their pages.
So long as these remain undetected, search engines
count these links as legitimate recommendations.
Nor is the practice restricted to link farms, as

18 bloggers have learned that they can
@amedthe system by organizing a campaign
in which a large number of blogs mention a
URL they wish fo boost. This simple tech-
niqgue proves to be an effective method of
andex spamming.0 Google has tweaked its
algorithm to reduce its effectiveness, but
hasn't solved the problemo (Wiggins, 2003).
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Of course Google gathers its harvest not only from
the spammersd link farms and bloggersd agenda-
driven pages, but also from all the rest of the Web,
plucking the fruit of meaning, packaging it, and
delivering it t o the user.

But if link farms produce the spam by which Google
results (and hence the information environment) are

polluted, whence come the healthy harvests, the
valuable recommendations that are not motivated

by private profit or agendas? As the extreme case
of an all-advertising search engine illustrates, these
disinterested and unbiased results are what users
desire and, as the Marable study indicates, these are
the kind of results they expect.

Evidence that Search Engines
Borrow Recommendatio ns from
Trustworthy Sources

Because of the manipulation by unreliable day
indexersdwho try to bias the results, search engines
must actively seek out reliable and disinterested
sources. In the early days of the World Wide Web
most commercial services created their own subject
directories. They did this because they were
"é driven by the desire to increase the number of
visitors to the site, thereby attracting more adverti s-
ing dollars” (Notess, 1997: 72). But information
services eventually moved away from investing
effort in subject directories. The following discus-
sion is meant to illuminate the economics (or ecol o-
gy) of information that is responsible for this trend.

Google has given some explanations of how their
process works. A famous early paper by Brin and
Page describes animportant part of the operation.
The PageRank algorithm counts links; in general,
the more links pointing to a given page the higher
its ranking. But PageRank also assigns various
weights, so that all inbound links do not count
equally:

fiThe reason that PageRank Is interesting is
that there are many cases where simple ci-
tation counting does not correspond to our
common sense notion of importance. For
example, if the web page has a link off the
Yahoo homepage, it may be just one link
but it is a very im portant one. This page
should be ranked higher than many pages
with more links but from obscure placeso
(Page et al., 1999; p. 3).
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This is a sensible explanation of a clever process,
but we should be clear about what it means: in
effect, Google& automatic system dorrowsd the
recommendations of Yahoo, and also tries to
represent the relevance and credibility of these
recommendations by raising them in the rankings.
In this fashion Google's rankings will in part draw
their value from the work of Yahoo's h uman editors,
but no credit will be given.

What Google& founders proposed in 1999 had, by
2001, become a standard search engine practice:

“In order to improve relevancy, search e n-
gines have begun to compile potential re-
sults into directories that furt her narrow a
user& search to a more specific context. In
this way, human intervention can weed out
the irrelevant results for a given searché .
But for poor, understaffed editing teams,

this is a little like sifting sand through a te n-
nis racket. The obvious answer Is fo staff
up the Editing Department, but with the

pressure on search companies to deliver a-
tual profits, additional headcount is no way
to improve margins” (Belle, 2001: 49-50).

The solution was this: instead of hiring editors,
search engines would mine already-existing directo-
ries, using them to increase the value of their search
results. The human work that had been invested by
others could then be harvested and incorporated
into the search results.

Though | have not found any discussion of the

topic, it is possible that search engines were har-

vesting the Yahoo directory to increase the relev-

ance of their results. But another directory, one

created by volunteer editors, was frequently dis-
cussed as a means of improving relevance. This
resource is the Open Directory Project [ODP].
AToday, ODPZ freely available index is used by
major search engines on AOL, Google, HotBot, and
Lycos, among many otherso (Belle, 2001: p. 51).

Thus the ODP editors judgments about credibility,

trustworthiness, and relevance began to be incorpo-

rated into the results of these search engines.

Indeed, it seems that any search engine not dra w-

ing upon this resource would be neglecting a recog-

nized contribution to its competitive edge.

It is important to understan d that a direct link from
Yahoo or the ODP is more valuable precisely le-
cause it is presumably a disinterested judgment,
probably more authoritative and less motivated by
private interest than the links offered by most web
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sites. It is also important to u nderstand that this
value is mined by search engines and then re-
presented in a much more accessible form.

fAThe ODP has very useful information," sald
Sergey Brin, president and cofounder of
Google. "But it's tedious to browse. So we
put our technology on top [to make it easier
to find relevant results without having to
scan through lengthy alphabetized lists of
links]" (Sherman, 2000).

Brin's comment outlines the new ecology of inform a-
tion that has come to dominate the Internet. While
human editors provide the essential duseful informa-
tion,6 search engines will absorb that information
and deliver it to the user in a much more convenient
form. The automated capture of information pra c-
ticed by search engines means that potentially all
information posted in directories and elsewhere on
the Web can be absorbed into search engines.
Olsen and Hu (2003) have summed up the situation
well: AGoogle rides on the back of human screening
of web sites.o

Are Libraries an
Unacknowledged Source of
Trustworthy Recommen  dations?

As these observations make clear, search engines
do not create value but rather harvest it. That is
not to say that the people who operate search
engines do no work at all. They do not send aut o-
mated tools out to gather these human judgments
from all and sundry; Google does not simply aver-
age a mass of decisions to arrive at superior intelli-
gence.’

> In The Wisdom of Crowds James Surowieki has
argued that the averaged decisions of many are
almost always superior to the judgment of experts,

and he attributes Google& success to this phenome-
non (Surowieki 2004: 17, 72, 270). Yet Surowieki®
hypothesis, when translated to search engines, is a
version of the myth of automated meaning, for

although it acknowledges the human sources it
implies that they are simply averaged. This does
not take into account the conflicting biases and
agendas on the Internet, which would render all

such averages suspect. In such a situation we need
the judgment of professionals.

James Caufield:
The Myth of Automated Meaning

So although Google describes its PageRank system
as d@emocraticd (Google, 2004b), it is not (Blanke,
2005: 36). This is partly due to the design of the
automated system (described above), but there is
another reason. Because spammers actively seek to
promote their untrustworthy recommendations,
search engines will need to actively identify and
draw upon trustwort hy sources. Google (or any
other reasonable search engine company) will begin
its search for meaningful recommendations, not by
a random canvas, but by targeting institutions
known for their quality of judgment. A fairly old
web page maintains that ‘/Google] has a built-in
bias towards EDU and GOV sites that is a refreshing
change from the other dot -com spam-laden search
engines” (Search Engine Worlg. This undated
article was written in approximately 2000, but it
seems eminently plausible that Google would espe-
cially wish to harvest the unbiased and trustworthy
materials of government and educational institu-
tions. It is only logical that these recommendations
are less likely to be tainted by private interest and
so will, on average, have more trustworthy recom-
mendations than web pages from the dot-com
domain.

A crucial step in creating a reliable and trustworthy

search engine is the initial crawl to build the index.

The search engine sends out a fspider,0 a program
that crawls the web by following li nks from one web
page to another; the index is built by copying these

pages. The choice of starting pages is crucial be-
cause it establishes the basis for all subsequent
rankings. In 2002 Monika Henzinger, a Google
spokeswoman, gave an interview to the Journal of
Internet Cataloging. Speaking about the process of
bringing order to the Web, she made clear that

Google's relevance and trustworthiness are founded
upon web pages selected for their high credibility:

"Most people don't realize that Google finds
most of its pages when our robots craw! the

Web and jump from page to page via hype r-
links. [é.] In general, the crawl starts out
with a seed set of pages that we know and
trust and we think are good. From there we

look at what links are going out from t hat
linko (Monika Henzinger, quoted in De
Groat, 2002: 21).

Again, it is only logical that these are not simply web
pages, but instead the pages of institutions known
to promulgate the most trustworthy and reliable
information. The Google representative does not
say what those web pages are, though later in her
interview she confides ‘ftlhere is something that
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librarians and other expert information professionals
could do for us. | would be very curious to get

more feedback from librarians. | feel that there is a

lot of knowledge and experience that they have and
we are not getting enough of that” (Henzinger,
quoted in de Groat, 2002: 27).

It is odd that libraries are never mentioned among
the resources drawn upon to improve search engine
results. After all, a harvest of all library and library -
related web sites would likely be larger and of better
quality than could be produced from the frequently -
mentioned Open Directory Project. Google& stated
intentions are consistent with such an activity. In a
December 14, 2004 press release Google cofounder
Larry Page is quoted as saying "Even before we
started Google, we dreamed of making the incred|-
ble breadth of information that librarians so lovingly
organize searchable online” (Page, quoted by Let-
win, 2004).

It would be fairly easy to set up systems that would
dorrowb or expropriate the knowledge, expertise,
and good judgment of trusted institutions. Would
not library web pages be a suitable basis for an
algorithm that would produce credible and trustwo r-
thy (as well as relevant) results, perhaps even the
best set of &eed pagesdfrom which a search engine
can G&tart out® The same operation could be per-
formed on other public institutions, for example
schools, universities, public radio, and public televi-
sion. It could also be done with those private
companies that are known to provide reliable info r-
mation, such as newspapers or medical institutions.
To the extent that sources of this kind play an
important role in Google& search process, Google is
borrowing relevance and trust from libraries and
other trusted authorities, what Jose-Marie Giriffiths
has called ‘the knowledge validating institutions”
(Griffiths, 2000: 47).

Is There Surreptitious Gathering
of Recommendations from
Expert Searchers?

It is well established that search engines monitor
user behavior in order to improve performance.
Even in the early days of search, /FtJhe Yahoo team
quickly realized the value of its userso clickstreams.
dPeople came to our servers and theydl leave tracks,o
Koogle says. dVe could see every day exactly what
people thought was important on the Internet.@®
(Battelle 2005: 62, quoting Tim Koogle, Yahoo
CEO). Yahoo used this information to build its
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directories, and by 1999 Brin and Page were appar-
ently using the same kind of data to check the
accuracy of the PageRank aforithm (Page et al.,
1999: 13).

Other search engines have recently announced that
they are gathering user information for similar

purposes. For instance, Mooter monitors its users
and adjusts search results on the fly (Roush, 2004:

39), and SNAP is 7€ a new breed of search engine
that ranks sites by factors such as how many times
they have been clicked on, among other thingso
(Battelle, 2005: 121; see also Walker, 2004). In

general, f7sjearch engines keep voluminous logs of
user interactions, mainly to divine patterns to make
their engines more efficient and more profitableo
(Battelle, 2005: 196). Google certainly monitors

users: ridhe system that has the most users benefits
the most,6said Nancy Blachman, a computer scien-
tist and author of an indepen dent guide to using
Google (www.googleguide.com). Microsoft faces a
tremendous challenge because Google finetunes its
system by watching how users adjust their queries®
(Markoff, 2004).

Most observers seem to think this monitoring is
unobjectionable, worrying only about possible
privacy violations. That certainly is a concern. But
another implication has gone unnoticed, namely that
search engines are harvesting the judgments of
individual searchers.

We have already seen that Google does not wish to
draw its recommendations from websites at random,
but rather seeks out the most trustworthy ones.

The same logic would apply to the decommenda-
tionsd made by searchers, some of whom will be
more trustworthy and ot herwise valuable. Google
and other search engines are able to identify IP
address and more (Hinman, 2005: 23), and the
cookie it deposits on each machine can record
search histories (Himma, 2004: 71). It would not be

difficult for Google (or any other se arch engine) to
identify people who perform a high number of

searches, and this could even be correlated with
library IP addresses. Certainly there is a threshold
high enough to exclude most casual users, yet keep,
for instance, the computer at a busy ref erence desk.
The selections made by these expert users could
then be boosted in the rankings, even though libr a-
rians and others would not be aware that they were

contributing to the authority and relevance of

Google® results. Nor does there seem to be any-
thing in Google® current privacy policy that would
prevent such 'borrowing':
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Google collects limited non-personally iden-
tifying information your browser makes
avallable whenever you visit a website. This
log information includes your Internet Pr o-
tocol address, browser type, browser lan-
guage, the date and time of your query and
one or more cookies that may uniquely
identify your browser. We use this inform a-
tion to operate, develop and improve our
serviceso(Google, 2004a).

Due to secrecy the extent of such borrowing is
unknown. Still, it is an important ethical issue, one
that concerns potentially all searchers, not just
information professionals. Because the Google
cookie can report search histories for individual
machines over time, intensive research would be an
especially appealing target. A searcher& choices
could be used to improve the results, which would
then be delivered to the next person with a similar
search, possibly a competitor. This is clearly an
issue of intellectual propriety, another problematic
aspect of the unannounced &haring6that this paper
makes thematic.

Mining and Undermining the
Public Resources: The New
Ecology of Search

By about 2003 we find a general recognition that
search engines have once and for all outstripped
directories in terms of usefulness:

fAyahoo isn't the only directory facing criti-
cism these days. Search engine marketers
also point to the Open Directory Project
(ODP) as an example of how far directories
have fallen behind algorithmic search pro-
viders, both in terms of the reach and qual i-
ty of the results they provideo (Olsen and
Hu, 2003).

Oddly enough, no one other than Olsen and Hu
seems to have examined why the semantic aggrega-
tors (search engines) are better than the directories.
The assumption seems to be that technology has
replaced human effort, but this is a version of the
myth of automated meaning, as a meaning-
aggregating machine will never replace a meaning-
creating human.

We can outline the ecological configuration of this
new Internet information environment. What does
it mean to say that AGoogle rides on the back of
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human screening of web siteso (Olsen and Hu,
2003)? The contents of any directory are public and
are thus available for harvesting by search engines,

which can then 'borrow' the relevant and trustwo r-
thy recommendations they find there and include
them in their results. The reverse process is no-
where near as easy, as it requires human operators
to first use the search engine, judge the results, and
then place their choices into a directory or web
page. Perversely enough, any humanly-produced
refinement will once again be dorroweddthe next
time the search engine crawls the web and updates
its index. And, as already noted, we can add the
corollary that search engines dide on the backso of
individual searchers, as the selections made by
search engine users can be monitored, turned into
recommendations, and then incorporated into the
ranking process.

The euphemistic language used to describe these
activities is dnarvestingéor dnining,6but these terms
connote productive human activities that extract
value from the non-human world. The systematic
gathering of recommendations by search engines is,
by contrast, an operation that divorces these values
from the individual and institutional sources that
produce them. The library profession would seem
to be especially vulnerable to this unannounced
transfer of knowledge on account of the quality and
guantity of recommendations it makes publicly
available, and because this activity is among the
core services of the profession.’

Comparison of Library and
Search Engine Cultures

How much the information environment has
changed! It is frequently noted that li braries are not
subject to competitive pressures, and often this is
spoken of as a negative thing. As the sole pur-
veyors of a certain kind of information, libraries
have occupied a quasimonopolistic position and
thus did not need to pay attention to usersbéconven-
ience. The recent ascendancy of search engines
demonstrates the folly of this shortsightedness.

® Of course other entities provide the public with
recommendationsd for instance critics, reviewers,
and bookstores. This paper focuses on libraries
because search engines are not liable to draw
extensively from these other sources, nor are search
engines conceivably in competition with them.
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But there are values other than ease of access, and
in regard to these libraries are generous. The lack
of competition has positive aspects, allowing tradi-
tional library culture to be collaborative and tolerant

of considerable borrowing between its members.
One reason for this is that librarians share a com-
mon goal T service to the users, often the public in

generali which is more completely achieved by
cooperation. The tendency has been to treat this

kind of information as a public good. Save for
limited indexing and abstracting services, most of
this information about information was never su b-
ject to market competition, and libraries had no

need to guard the values they produced. But while

the work of librarians is usually made freely and

publicly available, search engines are secretive. The
contrast illustrates a fundamental change occurring
in our information culture.

Because the search engne is more comprehensive
(it harvests many directories and web pages), and
because it delivers more convenient results, users
naturally flock to this new point of access. Since
there is no attribution, users come to believe in the
myth of automated meaning, failing to recognize
that other sources produce this meaning. So it is
somewhat ironic to hear that directories

e are being displaced by algorithmic
search tools and commercial services that
many peopleé now believe do a better job
satisfying Web surfers and advertisers. The
transformation is bringing to an end an a I-
truistic era of human editors, who once

wielded significant clout in driving traffic to

web sites through recommendations made
without regard for commercial considera-
tions" (Olsen and Hu, 2003).

In the same way it is somewhat ironic that the
founders of Google would cite a human-powered
directory as a source of useful information: ironic,
because the links are valuable precisely because
they have been judged by professional editors. The
problem for the Yahoo directory (as with the Open
Directory Project and all library web pages) is that it
is open to be mined by all search engines, and thus
equally useful to Yahoo& competitors. Despite this,
Yahoo is in no position to complain, as it practices
the same kind of mining. ’

" The question as to how much can be dorrowedd
from commercial sites needs fuller investigation. It
is possible to block search engine spiders from a
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Whether it is due to usersd preference for ranked
results, or because directories can be mined by
competitors, or simply because public sources can
replace much of the work done by paid employees,

it seems that Yahoo has begun to limit the work it

invests in creating recommendations: "At /east one
search engine marketer has said that Yahoo has
scaled back on its directory editors slowly over
recent months, giving people new duties or emph a-
sizing paid search listings"(Olsen and Hu, 2003). A
related observation is made by Joseph Janes, who
asks "Why Is the Internet Public Library Broke?" His
answer is that /Ft/he IPL is a really great idea, but
the bottom line is that it's not anybody's respons -
bility to fund a @ublic librarydfor the entire Internet”
(Janes, 2003). This is especially true if any quality
recommendations published on the Internet will

immediately be siphoned off and repackaged into
search engine results. The users (and administra-
tors) must think, if search engine results are more
copious and convenient, then why do we need a
directory?

It is also ironic to hear the concern, common since
the advent of search engines, that librarians might
be dosing their relevance.d This usually refers to the
fear that librarians will lose their reputation as the
best source for meaningful recommendations, so the
public (or students) will no longer seek them out.
Yet if the thesis of this paper is even partially cor-
rect, librarians have been dosing their relevanced
(and their credibility and trustworthiness) in a much
more direct and literal fashion, as their web pages
and even their individual searches are harvested by
search engines.

Discussion

The distinction used throughout this paper is overly -
simplistic but nevertheless useful® Google and other

website by using a robot.txt file, so commercial sites
probably can, for the most part, prevent this form of
harvesting. But even if private commercial sites can
block spiders and other forms of borrowing, that
does not weaken the thesis of this paper, as public
sites (including librariesd remain open.

8 As with all simplifications it is also a falsification
and tends toward extremes. Library classification
and other services are not so disinterested as herein
portrayed (see ftnt. 2). Likewise | simply point to
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search engines gather recommendations from two
kinds of sources: one has a private interest at stake
and is looking to influence search results, making
those recommendations biased and untrustworthy;
the other is performing a public service by making
disinterested judgments about what is most rel e-
vant, credible, trustworthy, educational, useful, etc.

Search engines remove from these actors all public
recognition of the ethical quality of their actions,

making them invisible. The reward for the unscru-
pulous spammer is substantial. Conversely, the
reward for those whose disinterested evaluations
serve the public good is small to none. This is espe-
cially true when the credit for their good deeds has
now, under the myth of automated meeting, been
transferred to the search engine.

When search engines draw upon this public good
and make it appear as a free gift from their private

company they are obscuring the source of value.
Why would the public support costly institutions
such as libraries, when a private entity delivers
many of the same things for free, with much greater

ease and abundance? Why would a government
official or public administrator support public organ i-
zations that create order on the Internet? Hiding

the sources that create public knowledge encourag-
es disinvestment in them.

Consider an alternative information ecology: if it
were not for the semantic aggregators, the Internet

Public Library would most likely be flourishing. Does
Google do a better job than the directories do?
Well, in a way yes, but only because Google draws
on all the resources that these directories make
public.

Indeed, this seems to be a one-way information
economy, where all good is transferred from the
creators of meaning to the harvesters of meaning,
with no recognition of human labor. This disince n-
tive to invest in the creation of meaningful reco m-
mendations, and the corresponding emphasis on
harvesting meaning from existing resources, is, |
think, pernicious. It is, unfortunately, a major force
shaping the information ecology today.

This is not to say that there should not be search
engines. Certainly there is value in the work that
Google or any competent search engine company

the implications of search enginesd borrowing from
libraries. These simplistic claims are meant to
delineate the basic issues at stake, while the reality
is more a matter of degree.
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does. Librarians know that selecting and organizing
resources requires work, and this remains true even
when much of the process is automated. Nor is this
to say that the semantic aggregation (collaborative
filtering) that Google and other search engines
perform is inherently bad. On the contrary, it is a
very good thing indeed. The point here is simply
that some forms of collaborative filtering unfairly
distribute the labor and the rewards for that good
work. This is particularly true when the library
culture of openness and collaboration meets the
search engine culture of secrecy and competition.
To the extent that the meaning produced by libr a-
ries is siphoned off and repackaged by search
engines (which only the search engines know), to
that extent libraries are collaborating with their
competitors.®

Conclusion

Many reasons have been given for holding search
engines to high ethical standards. Most of these
have to do with the essential services search en-
gines provide to the public. This paper adds that
search engines are ethically obligated because they
draw so much from public sources. To some large
extent the intelligence they display is not their own,

but is rather borrowed. In a less direct fashion, the

trust that users extend to search engines is also
borrowed, for it has been built by the ethical pra c-
tices of other information institutions. For these

reasons search engineso ethical obligations are far
greater than previously recognized.

| have argued that libraries are especially vulnerable
to this borrowing, not because | know that search
engines draw extensively upon their work (secrecy
prevents that), but because it is logical that they
would.

It seems we have entered a new ecology of infor-
mation, one where search engines capture and
recycle all meaningful recommendations. After this
content has been repackaged by search engines, the

°® Obviously much could be said regarding the
Google Print project and other collaborative ef-
forts. Suffice it for now to quote Rory Letwin,
who notes that it "é is not a victory for libraries if
the real meaning of this development is simply the
transfer of all this information out of our humani s-
tic institution and into the marketplace" (Letwin,
2004).
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original sources of meaning appear irrelevant and
unnecessary. So even in the unlikely scenario
where Google or another search engine creates an
ideal aggregation system, one that gives appropriate
weight to the disintere sted judgment of public
institutions and avoids all the corruptions that lay
indexers can introduce, even this ideal system will
still contribute to the corruption of the information
infrastructure. It will do so by mining, exploiting,
and ultimately undermining support for all publicly -
motivated efforts. Because search engines provide
no acknowledgement of these sources they encour-
age the myth of automated meaning, the belief that
these things are produced by technology alone and
could be provided without the efforts of people and
institutions.  If this myth comes to be universally
believed, the institutions that create these valuable
recommendations will decline. Then much of the
trustworthy information that users expect will no
longer be there for search engines to harvest, and
the world will be an intellectually poorer place.
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